


I do have Az-500 and Az-104 so i know there are so many missing content in the mslearn, but.. this is the newest cert.. common microsoft.. and

Privacy Risk Management in Microsoft Priva gives you the capability to set up policies that identify privacy risks in your Microsoft 365 environment



Informing users of potential issues in the moment, and empowering them to remediate issues and refresh their skills, can be powerful tools for

Data minimization policies focus on the age of your content and how long it has been since it was last modified. Monitoring for personal data

Privacy Risk Management allows you to create policies to monitor data that hasn't been modified within a timeframe that you select. When a
policy match is detected, you can send users email notifications with remediation options include marking items for deletion, notifying content

Privacy Risk Management in Microsoft Priva gives you the capability to set up policies that identify privacy risks in your Microsoft 365 environment

Microsoft Viva Insights is a solution that can enhance privacy management in a Microsoft 365 environment. Viva Insights provides employees with
insights and guidance on how they are using collaboration tools, such as Microsoft Teams, to handle personal data. This can help employees make
smart data handling decisions and minimize privacy risks. Viva Insights can also provide notifications and guidance when personal data is sent in
Teams, helping to ensure compliance with privacy regulations. Additionally, Viva Insights can provide recommendations for mitigating privacy risks,

Require (Enterprise Mobility + Security E3, Office E3, or Microsoft 365 E3 or E5 license) to purchase any compliance and data governance solutions.



Privacy Risk Management in Microsoft Priva gives you the capability to set up policies that identify privacy risks in your Microsoft 365 environment



Every security program includes multiple workflows for incident response. These processes might include notifying relevant stakeholders, launching
a change management process, and applying specific remediation steps. Security experts recommend that you automate as many steps of those

This feature can trigger consumption logic apps on security alerts, recommendations, and changes to regulatory compliance. For example, you
might want Defender for Cloud to email a specific user when an alert occurs. You'll also learn how to create logic apps using Azure Logic Apps.

changes to regulatory compliance. For example, you might want Defender for Cloud to email a specific user when an alert occurs. To do this you





Azure Storage file shares and Azure Data Lake Storage Gen2 both support authentication using Azure AD. Azure Disk Storage and Azure Storage



Both Azure Storage file shares and Azure Data Lake Storage Gen2 support authentication through Azure AD. Azure Storage blob containers and
Azure Disk Storage do not natively support authentication through Azure AD. However, Azure Disk Storage can be integrated with Azure AD using

Azure Storage blob containers also support authentication using Azure AD, as pointed out in one of your previous messages. Therefore, the correct
answers could be A) Azure Storage file shares and C) Azure Storage blob containers, or A) Azure Storage file shares and D) Azure Data Lake Storage

The statement "To enable AD DS authentication over SMB for Azure file shares, you need to register your storage account with AD DS" is incorrect.

To enable Azure Active Directory Domain Services (AD DS) authentication over SMB for Azure file shares, you need to create an AD DS domain, and
then join your Azure file shares to the AD DS domain. After you have completed these steps, you can use Azure AD DS to manage and authenticate

It's impossible to sync a computer account directly to an Azure AD identity (without the placement of an AD DS or Azure AD DS to recognize







Defender for Cloud collects, analyzes, and integrates log data from your Azure, hybrid, and multicloud resources, the network, and connected
partner solutions, such as firewalls and endpoint agents. Defender for Cloud uses the log data to detect real threats and reduce false positives. A
list of prioritized security alerts is shown in Defender for Cloud along with the information you need to quickly investigate the problem and the

Purview and Defender for Cloud; "The integration with Microsoft Purview expands visibility into the data layer, enabling security teams to prioritize

Classifications and labels applied to data resources in Microsoft Purview are ingested into Microsoft Defender for Cloud, which provides valuable
context for protecting resources. Microsoft Defender for Cloud uses the resource classifications and labels to identify potential attack paths and

classifications and labels discovered by Microsoft Purview, so your security teams can filter and focus to prioritize protecting your most sensitive

Microsoft Purview—a comprehensive set of solutions from Microsoft to help you govern, protect, and manage your entire data estate. By bringing
together the former Azure Purview and the former Microsoft 365 Compliance portfolio under one brand and over time, a more unified platform,
Microsoft Purview can help you understand and govern the data across your estate, safeguard that data wherever it lives, and improve your risk



File policy integration with MIP in Microsoft Defender for Cloud App for sensitivity labels. In this case alerts are created when match is encountered.

I do understand why you could suggest Defender for Cloud Apps. But as far as I can tell, there is no explicit integration with Azure (in M365 it



Once you have connected your data sources to Microsoft Sentinel, you can visualize and monitor the data using the Microsoft Sentinel adoption of
Azure Monitor Workbooks, which provides versatility in creating custom dashboards. While the Workbooks are displayed differently in Microsoft
Sentinel, it may be useful for you to see how to create interactive reports with Azure Monitor Workbooks. Microsoft Sentinel allows you to create
custom workbooks across your data, and also comes with built-in workbook templates to allow you to quickly gain insights across your data as

Microsoft Sentinel gives you workbooks that provide you with the full power of tools already available in Azure as well as tables and charts that are





Ans is correct as The Sensitive tag is used to identify high value assets.(user / devices / groups)Honeytoken entities are used as traps for malicious
actors. Any authentication associated with these honeytoken entities triggers an alert. and Defender for Identity considers Exchange servers as





https://learn.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook?tabs=LAC%2Cincidents#what-are-automation-rules-and-

Playbooks are collections of procedures that can be run from Microsoft Sentinel in response to an alert or incident. A playbook can help automate



Playbooks are collections of procedures that can be run from Microsoft Sentinel in response to an alert or incident. A playbook can help automate

Playbooks in Microsoft Sentinel are based on workflows built in Azure Logic Apps, which means that you get all the power, customizability, and
built-in templates of Logic Apps. Each playbook is created for the specific subscription to which it belongs, but the Playbooks display shows you all



Keyword are CONTROLS and ENSURE. So A & B both are the answer. https://docs.microsoft.com/en-us/azure/security/fundamentals/backup-plan-



The right answer is A, soft delete, and C, enabling CMK, to be able to restore after successful attack. If the attack deletes the data, enabled soft
delete will restore it. If the attack encrypts the data, the backups that are encrypted by CMK cannot be tampered with and can be decrypted and

Options B (Require PINs for critical operations), D (Perform offline backups to Azure Data Box), and E (Use Azure Monitor notifications when backup
configurations change) are not directly related to ensuring the availability and restore capabilities of Azure Backup in the event of a ransomware

Therefore, the recommended controls to include in the strategy for protecting against ransomware attacks and ensuring the usability of Azure

D is "not" a valid answer choice- Azure Backups should be stored in offline or off-site storage- and Azure Data Box would be the recommended
tooling. However, this is more of a 'perk' and doesn't help with the restoration. Assuming you have an online data store, by going offline you're

E is a not a valid answer choice- I don’t understand what having notifications turned on would do in the case of preventing a ransomware attack



Concerns about security issues, like malware, ransomware, and intrusion, are increasing. These security issues can be costly, in terms of both money

One such feature is soft delete. With soft delete, even if a malicious actor deletes a backup (or backup data is accidentally deleted), the backup data
is retained for 14 additional days, allowing the recovery of that backup item with no data loss. The additional 14 days of retention for backup data

I'd agree that Azure Monitor is needed to obtain insight, but it does little to nothing to prevent an actual ransomware attack from hitting your

A. Enable soft delete for backups and C. Encrypt backups by using customer-managed keys (CMKs) should be included in the recommendation.

Soft delete and PIN; See step #4, #5 documented here: https://learn.microsoft.com/en-us/azure/backup/backup-azure-security-feature#prevent-

To ensure that Azure Backup can be used to restore resources in the event of a successful ransomware attack, the two controls that should be

C. Encrypt backups by using customer-managed keys (CMKs): This feature ensures that backups are encrypted with keys that are under the control

The controls are needed on the backup solution - that's the key here.. In case, the primary data gets encrypted as a result of the successful



This is a horrible question. Check out the FAQ link below, it lists the exact items. Only problem is, it lists 3 of the available options as "best practice"
as per https://learn.microsoft.com/en-us/azure/backup/protect-backups-from-ransomware-faq#what-are-the-best-practices-to-configure-and-

encrypted using platform-managed keys (PMK). For vaulted backups, you can choose to use customer-managed keys (CMK) to own and manage



b) An access package in identity governance (https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-



b) An access package in identity governance (https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-

https://learn.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-overview#what-are-access-packages-and-what-

Entitlement management introduces the concept of an access package. An access package is a bundle of all the resources with the access a user
needs to work on a project or perform their task. Access packages are used to govern access for your internal employees, and also users outside



Box one is self explanatory with AAD App, and box two is Access Package in Identity Governance. The giveaway was "Users will request access to

To enable Azure AD authentication for App1 and provide access security, the recommended solution is to use an Azure AD application. You should

An access package in identity governance should be used to implement access requests for App1. Identity Governance provides access packages

approve or reject the request. Access packages can be created, managed, and assigned in the Azure portal, and can be customized to include
specific access policies and permissions. This provides a streamlined and secure way to manage access to App1, ensuring that only authorized

If you really delve deep, its a sneaky question. As it states your app is running in the Azure App Service, and if you read about it, you can configure

An access package in Identity Governance https://learn.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-

BUt for the second option, the question to be lacking good answering because in the real lie you would just permit the group under the "groups"









(As an example) Setup the Diagnostic Settings in Azure AD to stream data to a Log Analytics workspace that hosts Sentinel, you will notice that the

I know this would make more sense to just say 'enable the connector', but it's technically correct as well if you stream it to LA; it works the same as

https://learn.microsoft.com/en-us/azure/defender-for-cloud/working-with-log-analytics-agent
https://learn.microsoft.com/en-us/azure/defender-for-cloud/auto-deploy-azure-monitoring-agent

I agree with the answers

Correct Answers
New name for Log Analytics Agent - Azure Monitoring Agent

No. It is not just a new name. Those are two completely different monitoring agents that in some cases can and need to both be installed. They
can do similar things though.

Nobody will comment that the azure firewall (premium) should be BEFORE the application gateway?

It depends (premium SKU has application level filtering properties but not WAF).Both pattern works it depends where the public exposure is
agreed in the APP GW or FW. Have seen more patterns to keep the APP GW behind FW; in which case only the private listener of APP GW is
activated and public one even if reachable will just drop any connection requests.

it depends on the requirement, please refer here for reference https://learn.microsoft.com/en-us/azure/architecture/example-scenario/gateway
/firewall-application-gateway#application-gateway-before-firewall

waf - Data connector
VM - LA Agent

both are correct



https://techcommunity.microsoft.com/t5/microsoft-sentinel-blog/azure-sentinel-side-by-side-with-splunk-via-eventhub/ba-p/2307029

catch is this requires a playbook(workflow automation using Logic App) to send from Sentinel to Event Hub First...MS should have given

https://www.splunk.com/en_us/blog/platform/splunking-azure-event-hubs.html - Event Hubs can process data or telemetry produced from your



https://techcommunity.microsoft.com/t5/microsoft-sentinel-blog/azure-sentinel-side-by-side-with-splunk-via-eventhub/ba-p/2307029 - Another

Not a Microsoft Sentinel data connector - Microsoft Sentinel Add-On for Splunk allows Azure Log Analytics and Microsoft Sentinel users to ingest

B. Events Hubs | Azure Event Hubs can be used to buffer and route events between Microsoft Sentinel and Splunk. This option provides scalability

I must say that I do think it's strange and unusual for a Microsoft exam to have a scenario where data is going from their own product to a third

To send security events from Microsoft Sentinel to Splunk, you would typically use Azure Event Hubs as the messaging service that can integrate
with both solutions. Azure Event Hubs can be used to collect and stream event data into various services, and it's suitable for integration with third-



There is a distinction between data connectors for receiving ( <a href="https://reminiapk.org/">ai</a>) data and data connectors for sending data

The recommended solution to send security events from Microsoft Sentinel to Splunk is to use a Microsoft Sentinel data connector. This is because

connector, you can easily configure the integration and define which events to send to Splunk based on your organization's needs. Azure Event
Hubs is not the best option for this scenario because it is used to stream large amounts of data to other services and may not provide the required
security and filtering capabilities for security events. A Microsoft Sentinel workbook is not designed for sending data to external systems, but rather
for visualizing and analyzing data within the Microsoft Sentinel environment. Azure Data Factory is a data integration service that allows you to

The requirement mentioned in the question is Sentinel to send events to Splunk whereas Microsoft Sentinel Add-On for Splunk allows Azure Log

The question asks about sending data from Sentinel to Splunk which is Event Hub. The referenced Splunk Addon and a data connector are for





In Identity to achieve zero trust ( we have to use Conditional access policy stating a condition as that the resource is compliant ) so i guess ans is

A second thought ( why NEW conditional access policy??) so the ans seems wrong and the correct one looks like Microsoft intune reports

how the current malware is detected should have been mentioned in the question. only clue given is currently Zero Trust is implemented
and each access attempt is inspected which means a conditional access policy would have been in place already to detect sign in risk (fed



Conditional Access verifies the compliance with Intune, cannot communicate directly with MDE. So MDE reports the endpoint as compliant. This

if the endpoints were infected, then surely there was access to them. Therefore, the costomer must secure access to the endpoints. He can do that

I would go for AC. Not B - they don't mention Intune. Not D - as one of pre-requisites for seeing devices in health report is that they need to be
onboarded to Microsoft Defender for Endpoint - they don't mention that. Also, according this kb: https://learn.microsoft.com/en-us/microsoft-
365/security/defender-endpoint/device-health-microsoft-defender-antivirus-health?view=o365-worldwide, you can only onboard OS: Win, MacOS

Once the conditional access is setup, the token will refresh. Token will also refresh after 8-12 hours of activity. Tokens are short lived so it cannot be

"The manual or automated investigation and remediation is completed and the threat is removed. Defender for Endpoint sees that there's no risk

Option A In the given scenario, the conditions mentioned were focused on verifying the cleanliness and compliance of the endpoints after malware
removal. So, while refreshing client access tokens can be beneficial for security, it is not one of the two specific conditions required in this scenario.

Best answers are A, B; my decision is based on MS guideline: "Next, we can configure device-based Conditional Access policies in Intune to enforce
restrictions based on device health and compliance. This will allow us to enforce more granular access decisions and fine-tune the Conditional
Access policies based on your organization’s risk appetite. For example, we might want to exclude certain device platforms from accessing specific

Microsoft Intune reports the endpoints as compliant. This means that the endpoints meet the compliance requirements set by the organization.



Microsoft Defender for Endpoint reports the endpoints as compliant. This means that the endpoints have been scanned and no threats have been

A. The client access tokens are refreshed: When access is denied due to malware infection, the client access tokens become invalid. The tokens

D. Microsoft Defender for Endpoint reports the endpoints as compliant: As the endpoints were infected with malware, they should be scanned by

While both solutions can help ensure the security and compliance of endpoints, they have different capabilities and focus on different aspects
of endpoint security. Microsoft Intune focuses on managing and securing mobile devices, while Microsoft Defender for Endpoint focuses on

Therefore, in this scenario, the customer needs to ensure that both Microsoft Intune and Microsoft Defender for Endpoint report the endpoints

The device is infected so a new token to be generated as previous token is already exposed. a refresh token can be used to generate a new access

Azure AD conditional access policy is already in place as it’s a mandatory to verify the user explicitly, moreover question confirms this stating that

What’s required here is to connect the device to intune and defender for endpoint and perform a scan for vulnerabilities, this will help to measure

You said "connect the device to intune (Answer A) and defender for endpoint (Answer D) and perform a scan". So why did choose answer A and





A playbook is a collection of these remediation actions that can be run from Microsoft Sentinel as a routine. A playbook can help automate and
orchestrate your threat response; it can be run manually on-demand on entities (in preview - see below) and alerts, or set to run automatically in





The picture in the answer shows the whole package. If we look at the detailed view, we can see that MFA is already available in Azure Free.



Among the Given answers only PIM is the feature comes with Premium P2 license. MFA is a feature available with 365 business basic, don't require

Option B (role-based authorization) and Option C (resource-based authorization) are both supported in the Free edition of Azure AD, so they do

Option D (Azure AD Multi-Factor Authentication) is a feature that is available in both the Free and Premium editions of Azure AD, so it does not

MFA is correct, if you come from AAD Free you are with default and limited MFA.. After go to P1 https://learn.microsoft.com/en-us/azure/active-







Sorry guys , Answer C is correct based on Microsoft new recommendation :Microsoft’s recommendation to use this architectural pattern has

As an alternative to deployment guidance that provides detailed configuration steps for each of the technology pillars being protected by Zero

Thinking of RaMP and the definition of a framework may help: "a framework is a real or conceptual structure intended to serve as a support or



Rapid Modernization Plan (RaMP) is a framework developed by Microsoft to help organizations quickly implement key layers of protection based
on Zero Trust principles. Unlike traditional deployment guidance, RaMP guidance takes a project management and checklist approach to provide a
set of deployment paths and a checklist of deployment objectives and implementation steps. The framework provides a suggested mapping of key
stakeholders, implementers, and their accountabilities to help organizations organize internal projects and define tasks and owners to drive them

Rapid Modernization Plan (RaMP) checklist helps you establish a security perimeter for cloud applications and mobile devices that uses identity as
the control plane and explicitly validates trust for user accounts and devices before allowing access, for both public and private networks - Source:



B - this use case is spelled out in exact detail. This is must be the exact wording that the question was created from https://docs.microsoft.com



"The Log Analytics gateway supports: Windows computers on which either the Azure Monitor Agent or the legacy Microsoft Monitoring
Agent is directly connected to a Log Analytics workspace in Azure Monitor. Both the source and the gateway server must be running the
same agent. You can't stream events from a server running Azure Monitor agent through a server running the gateway with the Log

Second part is only from the perimeter. I read this as the operation people need to be at a certain place before they can read it -> conditional

presents a complete solution". I think that Azure Monitor agent is needed of cause, but it is for collecting the log data, doesn't meet the solution's

Administrators can use Azure roles to configure access to specific features in Microsoft Sentinel, depending on the access requirements in their



The legacy Log Analytics agent will be deprecated by August 2024, Microsoft recommends to migrate/use Azure Monitor Agent. So if both Log

To meet the requirements of ensuring that the security operations team can access the security logs and the operation logs, and ensuring that

A. A custom collector that uses the Log Analytics agent - this will allow you to collect security logs and operation logs from on-premises servers

C. Resource-based role-based access control (RBAC) - this will allow you to assign specific access permissions to different teams based on the
resources they need to access. For example, you can assign the security operations team access to both the security logs and the operation logs,

ou're wrong. It is possible to configure communication with Azure Automation and Azure Monitor by using the Log Analytics gateway when





Azure service endpoints provide secure and direct connections to Azure services over an Azure virtual network. By using service endpoints, traffic
between the virtual network and the Azure service does not traverse the public internet, which enhances security and network performance. Service
endpoints can also be used to restrict access to specific Azure services to only specific subnets within a virtual network. Therefore, including Azure

application proxy are all valid solutions for different scenarios, but they do not address the specific requirement of isolating compute components

App Service Environment v2 will be retired on 31 August 2024. There's a new version of App Service Environment that is easier to use and runs on



The Azure App Service Environment (ASE) is a Premium feature offering of the Azure App Service. It gives a single-tenant instance of the Azure App



Correct Answer: reference = https://learn.microsoft.com/en-us/security/cybersecurity-reference-architecture/mcra (check page 59 of the MCRA



Specialized security provides increased security controls for roles with an elevated business impact (if compromised by an attacker or malicious

Enterprise security is suitable for all enterprise users and productivity scenarios. In the progression of the rapid modernization plan, enterprise also

Privileged security is the highest level of security designed for roles that could easily cause a major incident and potential material damage to
the organization in the hands of an attacker or malicious insider. This level typically includes technical roles with administrative permissions on





while chatGPT also gave me the same answer, https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-ramp-overview lists ACE as the



unapproved cloud application for storing sensitive corporate data or downloading a vast number of sensitive files for exfiltration. These actions can

leverages your on-premises Active Directory signals to identify, detect, and investigate advanced threats, compromised identities, and malicious



To protect against an attacker attempting to exfiltrate data to external websites, the best solution would be to use Microsoft Defender for Office
365, which can help detect and prevent data exfiltration attempts. It provides data loss prevention (DLP) policies that can identify and protect

To protect against an attacker attempting lateral movement across domain-joined computers, the best solution would be to use Microsoft
Defender for Identity. It provides continuous monitoring of user activities, behavior analytics, and machine learning-based detection capabilities
to identify and block suspicious activities. It can also help identify and remediate weak passwords, and enforce multi-factor authentication (MFA)
policies to prevent unauthorized access. Microsoft Defender for Identity can also integrate with other security solutions, such as Azure Sentinel,

While Microsoft Defender for Cloud Apps can help protect against data exfiltration attempts, it is primarily focused on protecting against
threats to cloud applications, such as Microsoft 365, Dynamics 365, and more. It can monitor user activity, detect suspicious behavior, and

However, if an attacker is attempting to exfiltrate data from a device or a network that is not connected to a cloud application, Microsoft
Defender for Cloud Apps may not be effective. In this case, Microsoft Defender for Office 365, which provides advanced threat protection

So, for protecting against an attacker attempting to exfiltrate data to external websites, the best solution would be to use Microsoft Defender

Defender for O365 is designed for SharePoint, Exchange and phishing/spam attempts for data transferred via email. It is not designed to

Also, I am not even sure if Microsoft Defender for O365 can do DLP anymore, I believe that functionality has been shifted to Microsoft

The recommendation should be MS Defender for Cloud Apps as it can protect the cloud application and its data from unauthorized access, and it

activities across domain-joined computers. It can also identify and remediate misconfigurations and vulnerabilities in the identity infrastructure that

"Employees may be using an unapproved cloud application for storing sensitive corporate data or downloading a vast number of sensitive files for

Defender for cloud apps for first question: https://learn.microsoft.com/en-us/compliance/assurance/assurance-data-exfiltration-access-controls.



I would go for Microsoft Defender for Cloud Apps : https://learn.microsoft.com/en-us/compliance/assurance/assurance-data-exfiltration-access-



It depends on what is "Service account" in the question. Microsoft benchmark recommends https://learn.microsoft.com/en-us/security/benchmark
/azure/baselines/api-management-security-baseline to use OAuth 2.0 "Configure your Azure API Management instance to protect your APIs by

managed identity for the "to allow your API Management instance to easily and securely access other Azure AD-protected resources, such as Azure

I still think it is B: https://learn.microsoft.com/en-us/security/benchmark/azure/baselines/api-management-security-baseline in context with

app reg, SPs with certs, managed Identities all eventually end up as service principals anyways and the most secure type of SP is a managed

https://learn.microsoft.com/en-us/azure/api-management/api-management-howto-aad#manually-enable-azure-ad-application-and-identity-

B. Managed identities in Azure: Managed identities provide a way to automatically manage the credentials used by applications and services. Using
managed identities is a best practice for securing access to Azure resources without the need for storing and managing credentials. It aligns with



https://learn.microsoft.com/en-us/security/benchmark/azure/baselines/api-management-security-baseline#im-3-manage-application-identities-

A managed identity generated by Azure Active Directory (Azure AD) allows your API Management instance to easily and securely access other

I think the answer should be between Service Principal options and managed identity option... And in these options, managed identity option is

identities securely and automatically, selected answer should be B. There is nothing listed in API management security baseline regards to app

Configuration Guidance: Use a Managed Service Identity generated by Azure Active Directory (Azure AD) to allow your API Management instance
to easily and securely access other Azure AD-protected resources, such as Azure Key Vault instead of using service principals. Managed identity

ChatGPT:The Microsoft Cloud Security Benchmark recommends using managed identities in Azure as a best practice for implementing service
accounts for Azure API management. Managed identities are a secure and automated way to provide applications running on Azure services with
an automatically managed identity in Azure Active Directory (Azure AD). By using managed identities, you can avoid storing credentials in your



The recommended best practice for implementing service accounts for Azure API management based on the Microsoft Cloud Security Benchmark

Application registrations provide a way to define a set of permissions for a service account that can be used to authenticate and authorize access
to Azure API Management. They can also be used to configure Azure AD to issue tokens that can be used to access the API management service.

Managed identities in Azure provide a way to give Azure services an automatically managed identity in Azure AD. This identity can be used to

https://learn.microsoft.com/en-us/security/benchmark/azure/mcsb-identity-management#im-3-manage-application-identities-securely-and-



To provide users with administrative access to the Windows computers only when access is required, you can use Privileged Access Workstations
(PAWs). PAWs are dedicated operating systems for sensitive tasks that are protected from Internet attacks and threat vectors. They separate these
sensitive tasks and accounts from the daily use workstations and devices, providing strong protection from phishing attacks, application and OS

PAWs can be used to minimize the lateral movement of ransomware attacks if an administrator account on a computer is compromised. PAWs
provide a secure environment for administrative tasks that require elevated privileges. They are designed to protect against advanced persistent



Windows Local Administrator Password Solution (Windows LAPS) is a Windows feature that automatically manages and backs up the password of a
local administrator account on your Azure Active Directory-joined or Windows Server Active Directory-joined devices. You also can use Windows

If you ever need to remove admins from PCs in real life, do not use LAPS. Use Microsoft Intune Endpoint Privilege Management instead. It lets you
decide precisely for which action users may receive an elevation, whereas LAPS will give users full local admin access until the password changes -



Minimize blast radius and segment access. Verify end-to-end encryption and use analytics to get visibility, drive threat detection, and improve



Always authenticate and authorize based on all available data points, including user identity, location, device health, service or workload, data

Limit user access with just-in-time and just-enough-access (JIT/JEA), risk-based adaptive polices, and data protection to help secure both data and

Minimize blast radius and segment access. Verify end-to-end encryption and use analytics to get visibility, drive threat detection, and improve

Always authenticate and authorize based on all available data points, including user identity, location, device health, service or workload, data

Limit user access with just-in-time and just-enough-access (JIT/JEA), risk-based adaptive polices, and data protection to help secure both data and

Minimize blast radius and segment access. Verify end-to-end encryption and use analytics to get visibility, drive threat detection, and improve



environment, so they can only be selectively applied (or have a limited security effect). Basic security hygiene for OT starts with network isolation
(including good maintenance/**monitoring** of that isolation boundaries), **threat monitoring**, and carefully managing vendor access risk."

In some legacy environments where modern authentication protocols are unavailable such as operational technology (OT), network controls may

OT Security hygiene is different because these systems frequently weren’t built with modern threats and protocols in mind (and often rely on ‘end



of life’ software). Many well-established IT security best practices like software patching aren’t practical or fully effective in an OT environment, so
they can only be selectively applied (or have a limited security effect). Basic security hygiene for OT starts with network isolation (including good

It doesn't look like C - Software patching is a valid answer. Look at slide 17 of MCRA it states "Many well-established IT security best practices like
software patching aren’t practical or fully effective in an OT environment, so they can only be selectively applied (or have a limited security effect). ",

Read the notes in slide 17 --> Microsoft’s approach to threat monitoring is focused on bringing modern security approaches that also deeply
respects the constraints and sensitivity of these systems. The approach is based on technology developed by CyberX (recently acquired and

Network TAP/SPAN (passive collection) – provides data gathering with passive traffic monitoring to avoid disruption of OT and IIoT operations.

Many well-established IT security best practices like software patching aren’t practical or fully effective in an OT environment, so they can only

ChatGTP: The two security methodologies that should be included in the recommendation for applying Zero Trust principles to OT and IoT devices

B. Threat monitoring: Continuous monitoring and analysis of network traffic, system logs, and other data sources can help detect and respond to
threats and attacks targeting OT and IoT devices. Threat monitoring can help identify indicators of compromise (IoCs) and provide early warning of

D. Passive traffic monitoring: Passive traffic monitoring involves monitoring network traffic without actively sending packets or generating traffic.
This approach can help minimize the risk of disrupting business operations while still providing visibility into network activity and potential security

Option A, active scanning, and option C, software patching, are not necessarily the best practices for applying Zero Trust principles to OT and
IoT devices, as they can potentially disrupt business operations and cause compatibility issues with legacy devices. While software patching can

Adapt processes to Operational Technology (OT) - Adjust your tools and processes to the constraints of OT environments as you integrate them.
These environments prioritize safety and often have older systems which don't have patches available and may crash from an active scan. Focusing



D is irrelevant in this case because the devices are part of the onprem network, which is not a big threat since option C will enforce the connectivity

https://learn.microsoft.com/en-us/security/zero-trust/deploy/identity#v-user-device-location-and-behavior-is-analyzed-in-real-time-to-determine-

MRCA slide 15 recommmends using passwordless so B is wrong.. "The top priority is to require strong multi-factor authentication (MFA), (and
preferably Passwordless authentication). Attackers have easy availability to compromised username/passwords and commonly used passwords, so





The primary goal here is to minimize the risk of ransomware encrypting local user files. A feature designed to protect against unauthorized access

In Windows, the Controlled Folder Access feature protects files in key system folders and user-defined folders by only allowing authorized apps to

While some of the other options listed, such as B. Microsoft Defender for Endpoint, may provide broader protection against malware, option E

Be sure Windows Security is turned on to help protect you from viruses and malware (or Windows Defender Security Center in previous versions of

In Windows 10 or 11 turn on Controlled Folder Access to protect your important local folders from unauthorized programs like ransomware or



B is correct answer - Controlled folder access works best with Microsoft Defender for Endpoint, which gives you detailed reporting into controlled



In the context of deploying applications using CI/CD pipelines in Azure and following DevSecOps best practices from the Microsoft Cloud Adoption

principles of DevSecOps, where security is integrated into the development process, and the management of secrets and credentials is handled

azure devops cannot connect to azure using managed identities (You need to recommend which types of identities to use for the deployment

For an Azure DevOps solution that follows DevSecOps best practices from the Microsoft Cloud Adoption Framework for Azure, the recommended

A. Managed identity in Azure: Managed identities provide a secure way to authenticate and authorize services or applications in Azure without the
need for explicit credentials such as passwords or secrets. Using a managed identity ensures that your CI/CD pipelines can securely access Azure
resources without exposing credentials. It also aligns with best practices for security and eliminates the need to manage and rotate passwords or



Using a managed identity aligns with DevSecOps best practices, as it provides a secure and automated way to manage credentials for your CI/CD

Option D, using an Azure AD user account with a password stored in Azure Key Vault, is not the best choice compared to a managed identity

Option A, using a managed identity, better aligns with DevSecOps best practices by automating identity management, making it the preferred





The Zero Trust model emphasizes never trusting and always verifying, regardless of whether something is inside or outside the corporate network.
It minimizes reliance on traditional network security boundaries and instead focuses on identities, endpoints, and resources.In the given scenario,
the main goal is to increase the security of connections to the web apps, aligning with the Zero Trust principles.Option A would align well with
these requirements. Azure AD Application Proxy provides secure remote access to your on-premises applications. It allows users to access their

This solution minimizes the attack surface by eliminating the need to expose the web applications directly to the internet and follows the Zero Trust



https://learn.microsoft.com/en-us/microsoft-365/solutions/ransomware-protection-microsoft-365?view=o365-worldwide#deleting-files-or-email



https://learn.microsoft.com/en-us/microsoft-365/solutions/ransomware-protection-microsoft-365?view=o365-worldwide#deleting-files-or-email

encrypted or deleted by an attack. 2. DLP Policies: DLP policies help prevent the unauthorized sharing, transfer, or use of sensitive data. They can



Self-healing capabilities in Microsoft 365 Defender can automatically detect, investigate, and remediate security threats, which would otherwise
require manual intervention by SOC analysts. By automating these processes, you can minimize the operational load on Tier 1 analysts and allow

Options A, C, and D are relevant to various aspects of security and compliance but don't specifically target the operational load on Tier 1 SOC

To minimize the operational load on Tier 1 Microsoft Security Operations Center (SOC) analysts while designing a security operations strategy

operational load on Tier 1 SOC analysts. Self-healing features automate the detection and remediation of common security issues and threats,
allowing for faster response times and reducing the need for manual intervention. By automating the remediation process, Tier 1 analysts can focus

To minimize the operational load on Tier 1 Microsoft Security Operations Center (SOC) analysts as part of a Zero Trust security operations strategy,

A. Enable built-in compliance policies in Azure Policy: While compliance policies are essential for maintaining security and compliance, they do not
directly address minimizing the operational load on SOC analysts. These policies help in ensuring that resources are compliant with organizational





The question is misleadingly worded. The question asks which effect can be used to report on compliance without changing anything. The Azure
Policy "effect" used to do this is "Audit", which is not one of the provided options. There isn't an "effect" setting in the choices that matches the

However, "Disabled" and "Enabled" are the two Azure Policy "enforcement" setting options. If an Azure Policy's "enforcement" is set to "Disabled",

resources themselves. This allows you to gather compliance data and assess the configuration of resources in your Azure environment without



This effect is useful for testing situations or for when the policy definition has parameterized the effect. This flexibility makes it possible to disable a

D as you stated is correct. What the question is missing is a reference to the enforcement mode. You can use the enforcement mode Disabled

the Deny effect, prevent ressources from creation if that not match the policy, but if it match it will be created or modified, i think that'is clear

ChatGPT: If you have to choose only one between Disabled and Deny, and the question does not provide any further details or constraints, then

The Deny effect is a more appropriate and specific choice for evaluating compliance without changing any resources in an Azure environment, as it
explicitly blocks non-compliant resources from being created or modified while not modifying any existing resources. This can help ensure that the

Before looking to manage new or updated resources with your new policy definition, it's best to see how it evaluates a limited subset of existing
resources, such as a test resource group. Use the enforcement mode Disabled (DoNotEnforce) on your policy assignment to prevent the effect

https://learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance-strategy/5-design-validate-implementation-of-azure-policy













So Microsoft 365 Defender don't include all theses products, the full list is further down in the documentation and unrelated to the second



https://docs.microsoft.com/en-us/learn/modules/design-strategy-for-secure-paas-iaas-saas-services/8-specify-security-requirements-for-storage-

For the evaluation of Azure Storage accounts and Azure virtual machines, you should utilize Microsoft Defender for Cloud (formerly known as
Azure Defender). It offers comprehensive threat protection and security monitoring for various Azure services, including Azure Storage accounts
and Azure virtual machines. This will help you assess their security configurations, detect vulnerabilities, and receive security recommendations.

https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-defender?view=o365-worldwide#microsoft-365-defender-

- Endpoints with Defender for Endpoint - Defender for Endpoint is a unified endpoint platform for preventative protection, post-breach detection,

Microsoft Defender for Servers extends protection to your Windows and Linux machines that run in Azure, Amazon Web Services (AWS), Google
Cloud Platform (GCP), and on-premises. Defender for Servers integrates with Microsoft Defender for Endpoint to provide endpoint detection

It helps prevent the three major impacts on your data and workload: malicious file uploads, sensitive data exfiltration, and data corruption.



Microsoft 365 Defender is a unified pre- and post-breach enterprise defense suite that natively coordinates detection, prevention, investigation,

aaddition - Microsoft Defender for Storage is currently available for Blob storage, Azure Files, and Azure Data Lake Storage Gen2. Account types



The given answer is probably the closest. In real life I'd add a regulatory compliance standard in Defender for Cloud. This question might be seen

https://docs.microsoft.com/en-us/azure/defender-for-cloud/update-regulatory-compliance-packages#what-regulatory-compliance-standards-are-

A - I agree that I'd probably use Defender for Cloud as the UI is much better, however this service simply doesn't do the work, rather it invokes

One keyword in the question is "review". Answer A would "assign" the policy initiative - not "review". Given that the company has Defender for

I thought the same, but it says for "the current subscription". Assigning an initiative directly to the mentioned subscription might be easier if



Correct Answer.. It is policy initiative assignment .. can be done directly from Policy Blade or Insider Defender for Cloud..end of the day it is an



I would go for ACE. That being said, this link covers Azure Policy Extension in hardening Kubernetes data plane. https://docs.microsoft.com/en-

No, Microsoft Defender for servers does not require Azure Arc to extend protection to hybrid cloud workloads, including servers running on

Azure Arc is a separate Azure service that enables you to manage servers, Kubernetes clusters, and applications on-premises, at the edge,
and in multi-cloud environments from a single control plane. It provides a centralized management experience and enables you to apply

feature. This feature allows you to onboard your AWS instances to Azure Arc and manage them through the Azure portal or Azure APIs. In



E can not be an answer, because in-order to apply Azure Policy on AWS based resources, you must need to use Azure Arc, which can not be the

Powerful Conditional Access features for strong authentication and strict governance. Microsoft Entra ID uses Conditional Access policies and risk-

Large-scale threat detection and automated response. Microsoft Entra ID processes over 30 billion authentication requests per day, along with

For a bundle of recommendations to protect the workloads of your Kubernetes containers, install the Azure Policy for Kubernetes. You can also

With the add-on on your AKS cluster, every request to the Kubernetes API server will be monitored against the predefined set of best practices



Powerful Conditional Access features for strong authentication and strict governance. Azure AD uses Conditional Access policies and risk-based

You can expand PIM to any delegated permission by controlling access to custom groups, such as the ones you created for access to AWS roles.

https://learn.microsoft.com/en-us/azure/architecture/guide/aws/aws-azure-security-solutions#defender-for-cloud-for-cspm-and-cwp-platforms-

Privileged Identity Management (PIM) to provide advanced controls for all delegated roles within Azure and Microsoft 365. For example, instead
of an administrator always using the Global Admin role, they have permission to activate the role on demand. This permission deactivates after
a set time limit (one hour, for example). PIM logs all activations and has other controls that can further restrict the activation capabilities. PIM
further protects your identity architecture by ensuring extra layers of governance and protection before administrators can make changes.

You can expand PIM to any delegated permission by controlling access to custom groups, such as the ones you created for access to AWS roles



session hosts. These virtual machines run in your virtual network and are subject to the virtual network security controls. They need outbound

Users can sign into Azure Virtual Desktop from anywhere using different devices and clients. However, there are certain measures you should
take to help keep yourself and your users safe. Using Azure Active Directory (Azure AD) Multi-Factor Authentication (MFA) with Azure Virtual



B could work to solve the latency issue...and MFA is explicitly stated as a requirement to migrate their existing firewall, but in the context of Zero

access to the on-premises network and the Azure subscription to only specific logical groupings of IP address ranges. This helps ensure that only

B. Deploy a Remote Desktop server to an Azure region located in France: This action will help reduce latency for developers by ensuring that they
have a closer connection to the Remote Desktop server. This can be achieved by deploying the Remote Desktop server in an Azure region located

E. Configure Azure Active Directory (Azure AD) Conditional Access with multi-factor authentication (MFA) and named locations: This action will help
ensure that only authorized users are allowed to access the resources. Azure AD Conditional Access can be used to enforce MFA and restrict access

AI: To implement a modern security solution based on the Zero Trust model and minimize latency for developers, the following actions should be

Migrate from the Remote Desktop server to Azure Virtual Desktop: Azure Virtual Desktop is a modern solution that allows users to securely access
their virtual desktops and applications from any device, anywhere. By migrating from the on-premises Remote Desktop server to Azure Virtual

I apologize for the confusion. My previous response was incorrect. The recommended actions for a modern security solution based on the Zero
Trust model that minimizes latency for developers and allows access to Azure virtual machines hosted in the Azure subscription by a third-party



Deploy a Remote Desktop server to an Azure region located in France: To minimize latency for developers, you can deploy a Remote Desktop

Configure Azure Active Directory (Azure AD) Conditional Access with multi-factor authentication (MFA) and named locations: Azure AD
Conditional Access allows you to control access to resources based on user identity, device health, and location. By configuring Azure AD
Conditional Access with MFA and named locations, you can ensure that only authorized users are able to access the resources they need,

Therefore, the correct answers are C. Migrate from the Remote Desktop server to Azure Virtual Desktop, B. Deploy a Remote Desktop
server to an Azure region located in France, and E. Configure Azure Active Directory (Azure AD) Conditional Access with multi-factor

The real reason is that they are replacing an RDS environment, so the Azure version of this is AVD. Bastion doesn't support connections to





We should still be thankful with examtopic researchers for their efforts, and least such examples makes us to validate our review and correct



AWS accounts should have Azure Arc auto provisioning enabled For full visibility of the security content from Microsoft Defender for servers, EC2
instances should be connected to Azure Arc. To ensure that all eligible EC2 instances automatically receive Azure Arc, enable auto-provisioning

e. Microsoft Defender for IoT: Microsoft Defender for IoT is designed specifically for securing IoT devices and provides advanced threat protection,
vulnerability management, and continuous monitoring for IoT environments. It helps protect Azure IoT Edge devices by detecting and responding

f. Microsoft Defender for Endpoint only: Microsoft Defender for Endpoint (formerly known as Microsoft Defender ATP) is a comprehensive endpoint
security solution that provides protection against various threats, including malware, advanced attacks, and vulnerabilities. While Azure Arc can be

Microsoft Defender for IoT is a unified security solution built specifically to identify IoT and OT devices, vulnerabilities, and threats. Use Defender

You are right about Azure Arc, but once the AWS connector is configured on MDC, and auto-provisioning enabled, Azure Arc will install on the





Users can sign into Azure Virtual Desktop from anywhere using different devices and clients. However, there are certain measures you should take
to help keep yourself and your users safe. Using Azure Active Directory (Azure AD) Multi-Factor Authentication (MFA) with Azure Virtual Desktop
prompts users during the sign-in process for another form of identification in addition to their username and password. You can enforce MFA for
Azure Virtual Desktop using Conditional Access, and can also configure whether it applies to the web client, mobile apps, desktop clients, or all



I recommend deploying Microsoft Endpoint Manager and Azure Active Directory (Azure AD) Conditional Access to provide temporary employees
with access to company resources. This solution can scale on demand and is secure as it allows you to control access to your applications and data



This question is to increase secure score. Here is a long reference page from Microsoft of security recommendations that can increase your secure
score. Sentinel & PIM are not on it. The explanation makes a great point about alerts not being preventive, which is a key aspect of the required



ABCD are correct. All items except "Defender for Cloud alerts" are tools that improve security and are available for use with Azure Landing

What if - there is no application gateway / traffic manager / CDN etc configured - how you will configure WAF ? CAF needs basic things for the

Answers given are correct and are inline with the Security design component of an Azure landing zone: https://learn.microsoft.com/en-us/azure

"Azure native controls. Azure Firewall and Azure Web Application Firewall offer basic security advantages. Advantages are a fully stateful firewall as



while C. Microsoft Sentinel, D. Azure Firewall, and E. Microsoft Defender for Cloud alerts are all valuable tools for enhancing security in Azure, they

WAF is only required for specific scenario, so many ALZ do not have a requirement for WAF but will PIM is a must for any deployment. AFW is

Both Azure WAF and Azure Firewall are preventative controls that enhance the security posture of your Azure environment by protecting against
unauthorized access, threats, and attacks. These controls help in securing your applications and network traffic, contributing to an improved secure

A. Azure Web Application Firewall (WAF): Azure WAF helps protect your web applications from common exploits and vulnerabilities by providing
centralized protection, monitoring, and logging for your web traffic. It can prevent attacks such as SQL injection, cross-site scripting (XSS), and

D. Azure Firewall: Azure Firewall is a managed, cloud-based network security service that provides network traffic filtering and protection for Azure
resources. It acts as a preventive control by allowing you to define and enforce network and application-level policies to secure your Azure landing
zones. Azure Firewall provides inbound and outbound traffic filtering, application-level inspection, and threat intelligence integration to protect

Both Azure WAF and Azure Firewall help increase the secure score by providing essential security controls to protect your Azure landing zones.

Use these recommendations to manage Defender for Cloud's adaptive network hardening settings, ensure you’ve configured Azure Private Link for

Azure’s advanced networking security solutions include Azure DDoS Protection, Azure Web Application Firewall, and the Azure Policy Add-on for

Firewall and WAF comes under networking whereas the question is about security related preventive controls - which appears to be B&C - PIM and

A. Cortafuegos de aplicaciones web de Azure (WAF) - Proporciona protección avanzada para aplicaciones web, protege las aplicaciones web de

D. Cortafuegos de Azure - Ayuda a proteger los recursos de Azure en la nube de tráfico de red no deseado. Se puede configurar para permitir o



B, C y E también son soluciones de seguridad importantes, pero no son específicas para los controles preventivos en las zonas de aterrizaje de

Talking about preventive, I see the below are most effective tools that would increase teh security score of the landing zone, which is technically

D. Azure Firewall: It provides network-level protection to the resources deployed in Azure. It can be used to enforce network security policies and

B. Azure Active Directory (Azure AD) Privileged Identity Management (PIM): It is used to manage, control, and monitor access to resources in Azure.

Azure AD Privileged Identity Management (PIM) can be considered a preventative control as it helps to reduce the risk of privileged accounts



Option A is incorrect because it uses Microsoft-managed keys, which does not meet the requirement for the company to manage the encryption

Option D is incorrect because it uses Azure Key Vault Managed HSM, which is a cloud-based service. The requirement for insurance claim files is to

To meet the compliance and privacy requirements for encrypting cardholder data and insurance claim files, you should consider the following



Currently, Azure Blob storage does not support customer-provided keys (BYOK) for encryption. Azure Blob storage utilizes Azure Storage Service

With SSE, Azure Blob storage encrypts your data using Microsoft-managed keys. These keys are managed and rotated by Azure behind the scenes,

Incorrect, Data in Blob storage and Azure Files is always protected by customer-managed keys when customer-managed keys are configured for

Azure SQL transparent data encryption (TDE) with customer-managed key (CMK) enables Bring Your Own Key (BYOK) scenario for data protection

customer is responsible for and in a full control of a key lifecycle management (key creation, upload, rotation, deletion), key usage permissions, and

Subsequent requests to read or write to the blob must include the same key. Including the encryption key on the request provides granular
control over encryption settings for Blob storage operations. Customer-provided keys can be stored in Azure Key Vault or in another key store.



cumple con el requisito de cifrar los archivos de reclamos de seguros mediante el uso de claves de cifrado alojadas en las instalaciones del cliente.

La opción C (Almacenar los datos del titular de la tarjeta en una base de datos de Azure SQL cifrada mediante el uso de claves almacenadas en

administradas por la empresa. Azure Key Vault Managed HSM proporciona una solución segura y gestionada para el almacenamiento de claves.



aggregated view to evaluate the overall state of the environment, with the ability to drill down to the per-resource, per-policy granularity. It also



In the same link the first explanation refers to Azure Policy --> The ISO 27001 blueprint sample provides governance guardrails using Azure

blueprint contains policy as a child item , I think key here automatic resolution which happens when deployifnotexists effect is added in the policy;

Azure Policy, unfortunatly at the moment of this writting Blueprints are in preview and thus should not be used in production (this will change in

https://azure.microsoft.com/en-us/blog/simplifying-your-environment-setup-while-meeting-compliance-needs-with-built-in-azure-blueprints/

I think both Policy and Blueprints could do the job, but the gottcha is the "automatic remediation" bit of the question. From what I can find
only a Policy will allow you to automate. https://learn.microsoft.com/en-us/azure/defender-for-cloud/regulatory-compliance-dashboard







OCID=AIDcmmao55x8o7_SEM__k_Cj0KCQjw_5unBhCMARIsACZyzS11Eh7eQSTGLIRjq5TP3xT2cbyWnDkJaHSav13rcKytz0ZwytyaBugaAqq4EALw_wcB

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#nonpremium-user-risk-detections





aggregated view to evaluate the overall state of the environment, with the ability to drill down to the per-resource, per-policy granularity. It also





C is the correct answer. You should read Microburst toolkit - it is an open-source tool. Find Get-AZStorageKeysREST.ps1 it tries to enumerate all
storage accounts then the respective storage keys. There is nothing to do with anonymous access here. Even if a storage account allows public

MicroBurst leverages the Get-AZStorageKeysREST.ps1 script to brute-force enumerate storage accounts and subsequently attempt to retrieve their

technique that relies on shared key access. Even with public access blocked, the script could still enumerate accounts and try brute-forcing shared

Every secure request to an Azure Storage account must be authorized. By default, requests can be authorized with either Azure Active Directory
(Azure AD) credentials, or by using the account access key for Shared Key authorization. Of these two types of authorization, Azure AD provides
superior security and ease of use over Shared Key, and is recommended by Microsoft. To require clients to use Azure AD to authorize requests, you

Note that the question is asking "After remediating the threat, which policy definition should you assign to prevent the threat from reoccurring".
Answer A mitigate the attack by limiting exploit only thru private network links. However, to entirely prevent threat from re-occuring, simply stop

I am torn between A and C, in my opinion it should be both that would make sense. I really don't know what to choose for the exam now - A or C.



authorization. Of these two types of authorization, Azure AD provides superior security and ease of use over Shared Key, and is recommended by

https://github.com/Azure/azure-policy/blob/master/built-in-policies/policyDefinitions/Storage/StorageAccountAllowSharedKeyAccess_Audit.json

I would go with C as it is not talking about data but keys..Make a Storage Account Public/Private (if it is related network) is use case based and cant
be enforced always.. Anonymous access makes sense but that is for the data and the powershell command is trying to extract the access the keys,

Resource Managment Operations. For this reason I think C is the answer. Alert and question has nothing to do with public or anonymous access.



Initiative; A group of related policies joined logically to accomplish a common goal. Better to use initiatives than a single policy in this case. Use it



Initiative not required as Azure policy already covers ISO. If multiple standards would have been in scope, then inititaives would have made sense.

To minimize the effort required to modify the list of monitored policy definitions for the subscriptions while monitoring resource compliance with
the ISO 27001:2013 standards, you can assign policies to a management group or assign initiatives to a management group. This way, the policies
or initiatives will apply to all the subscriptions within that management group, making it easier to manage and update policy definitions across

A policy doesn't include all the policy definitions needed, which means a big overhead in assigning them all and updating them in the future.

But it's important to use the initiative because it gets updated by Microsoft if new policy definitions are added! So always use the initiative.

You can use Azure Policy or Initiative (a group of policies) to achieve this goal. The Blueprint does not make sense for this question. There are two

I agree with IHensch. the question states: "You need to MONITOR the resource(s) in the subscriptions for compliance" You need to MONITOR,
not ensure that all new and future deployments are compliant. Policies or Initiatives make sense. To minimize the effort, one would assign it at



yes you can I just finished watching Azure Fridays on Blueprint, and the architects for blueprints mentioned that you can assign blueprints to







I'd have selected WAF but i can see it is under "Protect applications against DDoS attacks" recommendations. NSG is the right for 1st box and MDfS

1. nsg - ref. 4, https://learn.microsoft.com/en-us/azure/defender-for-cloud/secure-score-security-controls?branch=main#how-your-secure-score-

2.. defender for endpoint ref 2. https://learn.microsoft.com/en-us/azure/defender-for-cloud/secure-score-security-controls?branch=main#how-

NSG https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/security-control-restrict-unauthorized-network-access/ba-p/1593833

- Enable endpoint protection = Defender for Cloud checks your organization’s endpoints for active threat detection and response solutions such as



1-NSG (https://learn.microsoft.com/en-us/azure/defender-for-cloud/secure-score-security-controls#security-controls-and-their-recommendations)
2-Defender for Servers



Keep in mind the instructions "Some question sets might have more than one correct solution" and familiarize yourself with the Azure Security

JIT: https://docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-privileged-access#pa-2-avoid-standing-access-for-user-

Adaptive Network Hardening: https://docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-network-security#ns-7-simplify-

Adaptive Network Hardening does not increase the score of the Secure management ports controls (as far as I can tell). Use Microsoft Defender
for Cloud Adaptive Network Hardening to recommend NSG hardening rules that further limit ports, protocols and source IPs based on threat

https://learn.microsoft.com/en-us/azure/defender-for-cloud/secure-score-security-controls#security-controls-and-their-recommendations



https://docs.microsoft.com/en-us/azure/defender-for-cloud/secure-score-security-controls, half way under Secure management ports; NSG, JIT,



Keep in mind the instructions "Some question sets might have more than one correct solution" and familiarize yourself with the Azure Security

JIT: https://docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-privileged-access#pa-2-avoid-standing-access-for-user-

Adaptive Network Hardening: https://docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-network-security#ns-7-simplify-

https://learn.microsoft.com/en-us/azure/defender-for-cloud/secure-score-security-controls#security-controls-and-their-recommendations



adaptive network hardening is part of Restrict unauthorized network access NOT part of secure management port - just logon in your tenant and

this is very tricky question , Adaptive network hardening potentially can improve the security but require additional configuration and JIT is one of

recommendations for network security group (NSG) rules. However, it does not directly impact the score of the Secure management ports controls

management ports, such as restricting access to management ports, enabling just-in-time VM access, and using Azure Bastion for secure access to

No, https://learn.microsoft.com/en-us/azure/defender-for-cloud/secure-score-security-controls#security-controls-and-their-recommendations

"Secure management ports - Brute force attacks often target management ports. Use these recommendations to reduce your exposure with tools

Brute force attacks often target management ports. Use these recommendations to reduce your exposure with tools like just-in-time VM access



The answer is clearly B the ask is to gain the potential 8 points which you will only get by doing the recommendation in the Secure management



Keep in mind the instructions "Some question sets might have more than one correct solution" and familiarize yourself with the Azure Security

JIT: https://docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-privileged-access#pa-2-avoid-standing-access-for-user-

Adaptive Network Hardening: https://docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-network-security#ns-7-simplify-



https://learn.microsoft.com/en-us/azure/governance/policy/samples/gov-azure-security-benchmark#avoid-standing-access-for-accounts-and-



When using Azure-provided PaaS services (e.g., Azure Storage, Azure Cosmos DB, or Azure Web App, use the PrivateLink connectivity option to



You can use private endpoint for your App Service apps to allow clients located in your private network to securely access the app over Azure
Private Link. The private endpoint uses an IP address from your Azure virtual network address space. Network traffic between a client on your
private network and the app traverses over the virtual network and a Private Link on the Microsoft backbone network, eliminating exposure from

ChatGPT: A. Yes, creating private endpoints for the web app and the database layer is a recommended solution to secure the connection between

Private endpoints allow you to access your Azure PaaS services over a private IP address within your virtual network. By creating private endpoints
for both the web app and the MongoDB database, traffic between them can be routed through the private network, making it more secure by

This approach is recommended because it limits access to only the virtual network where the web app and database are deployed, and it helps to
minimize the surface area of potential attacks. By implementing private endpoints, you can ensure that data is transmitted securely between the

Therefore, creating private endpoints for the web app and the database layer meets the goal of securing the connection between the two layers

I think this is incorrect. Private Endpoint would not be the solution here. The App service does need VNet Integration, not private endpoint in order
to reach the cosmos DB via its private address. I think a lot of people just shout yes once they hear private endpoint and don't even understand

In addition to the private endpoint for the Cosmos DB, the Cosmos DB needs to have its "publicNetworkAccess" flag set to "Disabled" to prevent



I think this is right. It's always best to use official Microsoft documentation for answers. Other companies and blogs are not the source of truth.



Should instead disable local authentication for Cosmos DB and use Managed Identity so no Key Vault is needed; would be superior design



Even better solution is to use managed identity, so no credentials will be required. Even if you use key vault, you still need to grab the secret

Using connection string to connect database has nothing to do with "Securing the connection". "Securing connection" means to secure

Question being: Provide recommendations to secure the connection between the web app and the database. The solution must follow the Zero

Note that here the main point is about "secure the connection", which tend more towards network controls based "assumed breach prevention"

Asking on the opposite side, if we secure the network connectivity between web and DB tier but using credentials that is not stored in Azure vault,
does it necessarily raise risks? To a certain extend, if the relevant credentials are kept safe, I would think it does not raise a difference if store in



ChatGPT: A. Yes, implementing Azure Key Vault to store credentials is a recommended solution to secure the connection between the web app and

The answer is no. Is like someone asking you what is the best cheese for pizza and you answer that tomato is best for sause. You are correct but

System Assigned Managed Identity is the recommended method to access Azure Cosmos DB. Managed Identities do not require or use Key Vaults.

Key Vaults are used if the Azure Cosmos DB is being accessed using an SDK, the API endpoint and either the primary or secondary key. Keys and
Key Vaults are recommended ONLY as a fallback method to connect to Cosmos DB, if the service connecting to Cosmos DB can't use a Managed

KeyVault is not a must if we are talking about how the WebApp AuthZ with Cosmos DB. The best practice is to Disable Local Authentication (which



When using Azure-provided PaaS services (e.g., Azure Storage, Azure Cosmos DB, or Azure Web App, use the PrivateLink connectivity option to



This is a tricky question MS threw the word client connection to confuse us in picking the WAF component and App Gateway which is irrelevant

between the web app and the database following the Zero Trust model. Azure Application Gateway is a load balancer that provides application-
level routing and load balancing services. It can be configured with the optional addition of Azure Web Application Firewall (WAF), which provides



"If an unauthorized application attempts to run or be installed, the application must be blocked automatically until an administrator authorizes the

"No enforcement options are currently available. Adaptive application controls are intended to provide security alerts if any application runs other



No enforcement options are currently available. Adaptive application controls are intended to provide security alerts if any application runs

Often, organizations have collections of machines that routinely run the same processes. Microsoft Defender for Cloud uses machine learning to

When you've enabled and configured adaptive application controls, you'll get security alerts if any application runs other than the ones you've

políticas de protección de aplicaciones se pueden configurar para permitir aplicaciones específicas, bloquear aplicaciones específicas o permitir que



https://docs.microsoft.com/en-us/azure/defender-for-cloud/adaptive-application-controls and the feature that does this is "Identify software that's

But accordingly, with the latest info, the option to enforce adaptive applications is not available, so it will only alert.https://docs.microsoft.com/en-

The question is mentioning to block the application from running, and the adaptive application controls don't have this capability available, so the

Adaptive application controls are intended to provide security alerts if any application runs other than the ones you've defined as safe. It does





Yes, implementing Azure Front Door with Azure Web Application Firewall (WAF) can help meet the goal of securing the connection between the
web app and the database following the Zero Trust model. Azure Front Door is a global, scalable entry-point that uses the Microsoft global edge
network to create fast, secure, and widely available web applications. With the integration of Azure Web Application Firewall (WAF), Azure Front

threats and distributed denial-of-service (DDoS) attacks. While this is a valid security measure for protecting your web app, it does not directly





It's important to note that the explanation given is outdated. Microsoft Defender for Endpoint is not part of Microsoft Endpoint Manager, but





https://docs.microsoft.com/en-us/azure/defender-for-cloud/update-regulatory-compliance-packages#what-regulatory-compliance-standards-are-



Microsoft Defender for Cloud continually compares the configuration of your resources with requirements in industry standards, regulations, and

Defender for Cloud. This will allow you to see if your subscription meets the requirements for the NIST 800-53 standard. After adding the standard,

actually exist the same question v.2.0 and answer there would be "From Defender for Cloud, enable Defender for Cloud plans." but that one is





The Microsoft Security Compliance Toolkit provides security baselines and allows you to view recommended and current system configurations.

Policy Analyzer is a utility for analyzing and comparing sets of Group Policy Objects (GPOs). It can identify whether current policies are compliant

https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-security-configuration-framework/security-compliance-toolkit-

The LGPO tool is a Microsoft-supported command line tool that provides the ability to manage local group policies on Windows devices, including

The Policy Analyzer tool is a Microsoft-supported graphical tool that provides the ability to compare and analyze different versions of Group Policy



The security of your cloud and on-premises resources depends on proper configuration and deployment. Defender for Cloud recommendations

Defender for Cloud includes Foundational CSPM capabilities for free. You can also enable advanced CSPM capabilities by enabling paid Defender

I dont like the wording. 'posture' is always related to recommendations (CSPM) which come free out of the box and dont require enabling any of

https://learn.microsoft.com/en-us/training/modules/evaluate-security-posture-recommend-technical-strategies-to-manage-risk/5-design-security-



Azure Policy provides a centralized service for creating, assigning, and managing policies across Azure subscriptions. By assigning a built-in policy
definition that aligns with NIST 800-53 compliance, you can evaluate the current state of the subscription against the required controls and identify





Microsoft Defender for Cloud continually compares the configuration of your resources with requirements in industry standards, regulations, and



Adding a regulatory compliance standard allows you to assess the current state of the Azure subscription against specific compliance frameworks,
such as NIST 800-53. This step enables you to evaluate the compliance posture and identify any gaps or areas that require attention to meet the

Microsoft Defender for Cloud continually compares the configuration of your resources with requirements in industry standards, regulations, and





Azure Policy provides a centralized platform to enforce and assess compliance with a wide range of regulatory standards, including NIST 800-53. By
assigning a built-in policy definition, you can evaluate the current configuration and compliance status of the Azure resources in the subscription



To enforce the governance requirement that resources must be created only in specific Azure regions (West Europe or North Europe), you should

Azure Policy enables you to create, assign, and manage policies that enforce different rules and effects over your resources. In this case, you can
define a policy that restricts the creation of resources to the specified regions, and then assign that policy to the appropriate scope (subscription,

aggregated view to evaluate the overall state of the environment, with the ability to drill down to the per-resource, per-policy granularity. It also



1. Threat Intelligence connector - Allow you to integrate Microsoft Sentinel with third-party security vendors to access information about known





Smart lockout can be integrated with hybrid deployments that use password hash sync or pass-through authentication to protect on-premises

Smart lockout can be integrated with hybrid deployments that use password hash sync or pass-through authentication to protect on-premises
Active Directory Domain Services (AD DS) accounts from being locked out by attackers. By setting smart lockout policies in Azure AD appropriately,



*The Azure AD lockout threshold is less than the AD DS account lockout threshold. Set the values so that the AD DS account lockout threshold is at

* The Azure AD lockout duration must be set longer than the AD DS account lockout duration. The Azure AD duration is set in seconds, while the

"Smart lockout can be integrated with hybrid deployments that use password hash sync or pass-through authentication to protect on-premises

Yes, it looks like that ESL is not available for a hybrid environment: "Finally, remember to start looking at moving to a Cloud Authentication

For Leaked Credentials: Password Hash Sync. PHS needs to be enabled so Microsoft can compare Password hash' for cloud and hybrid identities to

Actually, This is a weird one. Extranet Smart Lockout is an ADFS feature, however here while talking about Hybrid identities, they mention that
the set up is Pass-Through AUth so ADFS is not a solution without backtracking and going against the Microsoft recommended route (shift

Smart lockout helps lock out bad actors that try to guess your users' passwords or use brute-force methods to get in. Smart lockout can recognize
sign-ins that come from valid users and treat them differently than ones of attackers and other unknown sources. Attackers get locked out, while



1. Purview- For the requirement to enforce data loss prevention (DLP) policies that can be managed directly from the Microsoft 365 Defender
portal, you should include Microsoft Purview in your recommendation. https://learn.microsoft.com/en-us/microsoft-365/security/defender/dlp-

2. MS Defender for Identity. Microsoft Defender for Cloud Apps provides user entity behavioral analytics (UEBA) in the cloud. This can be extended
to your on-premises environment by integrating with Microsoft Defender for Identity. After you integrate with Defender for Identity, you’ll also
gain context around user identity from its native integration with Active Directory. https://learn.microsoft.com/en-us/defender-cloud-apps/tutorial-



It is a design of a cloud only environment and Yes, Azure AD Identity Protection provides User and Entity Behavior Analytics (UEBA) functionality .
UEBA uses artificial intelligence and machine learning to model how users and devices typically behave. It then compares future behavior against

https://techcommunity.microsoft.com/t5/security-compliance-and-identity/introducing-investigation-priority-built-on-user-and-entity/ba-



https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-phishing-policies-about?view=o365-worldwide. TLDR: EOP

should use Microsoft Defender for Office 365 and configure an Anti-phishing policy. Microsoft Defender for Office 365 provides protection against
phishing attacks, including spoofing and impersonation. You can customize the anti-phishing policy to specify the actions to take when a message



is identified as a phishing attempt. This includes configuring anti-spoofing protection, which helps protect against exact domain spoofing, where



1. Access Reviews. 2. Enable group write back for the existing synced group. https://learn.microsoft.com/en-us/azure/active-directory/governance



This means access reviews, Lifecycle Workflow would do all of this automatically based on the user attributes (such as department or team)

Given Answer is correct: Lifecycle Workflow is correct, as per the requirement-Users must be removed from a project group automatically if the

To add some detail to the discussion: Lifecycle Workflows could have been an option, and actually a better one than Access Reviews, but isn't due







Defender for Cloud. This will ensure that the appropriate compliance checks and assessments are performed against the NIST 800-53 controls for

Defender for Cloud continually assesses the environment-in-scope against standards. Based on assessments, it shows in-scope resources as being











https://learn.microsoft.com/en-us/azure/sentinel/understand-threat-intelligence#add-threat-indicators-to-microsoft-sentinel-with-the-microsoft-

suggestions for remediation. To help incident response teams investigate and remediate threats, Defender for Cloud provides threat intelligence

For SIEM solutions like Microsoft Sentinel, the most common forms of CTI are threat indicators, also known as Indicators of Compromise (IoC) or

applied to security products and automation in large scale to detect potential threats to an organization and protect against them. Use threat







By enabling Defender plans and reviewing the inventory, you can ensure that the AKS resources are properly evaluated, and their security posture

Although by default Enabling the Defender plan also configures auto-provisioning, to align with CAF you would then configure auto-provisioning

A streamlined, frictionless, process lets you use the Azure portal pages to enable the Defender for Cloud plan and setup auto provisioning of all

Para producir recomendaciones precisas y actualizar la puntuación segura en Microsoft Defender para la nube en relación con los recursos de AKS,

A. Habilitar los planes de Defender para la suscripción de Azure que contiene los recursos de AKS. Esto permitirá que Microsoft Defender para la

E. Revisar el inventario de recursos de AKS en cada suscripción de Azure y asegurarse de que se están siguiendo las mejores prácticas de seguridad.

The two actions that should be recommended in Microsoft Defender for Cloud to produce accurate recommendations and update the secure score



A. Enable Defender plans: Enabling Defender plans for Azure Kubernetes Service will enable the Defender for Kubernetes solution to collect and
analyze security events and provide recommendations for improving the security posture of the AKS resources. Defender for Kubernetes integrates

Option B (Configure auto provisioning), option C (Add a workflow automation), and option D (Assign regulatory compliance policies) are not
directly related to addressing the issue of excluded AKS resources from secure score recommendations. These options may be helpful in other
scenarios, such as automating remediation actions or ensuring compliance with specific regulations. However, for the given scenario, enabling

Tricky…I can understand B,D. “ When you enable Microsoft Defender for Containers, Azure Kubernetes Service clusters, and Azure Arc enabled
Kubernetes clusters (Preview) protection are both enabled by default.”

After reviewing closer, since AKS was found excluded, my answer would be A, B

A and B for sure! I have tested it in the lab trust me

for sure A and B

A and B

AB for me



secure and convenient access to the virtual machines over SSL from the Azure portal, while also meeting the requirements of preventing public IP



Azure Bastion and VNet peering can be used together. When VNet peering is configured, you don't have to deploy Azure Bastion in each peered

Azure Bastion is deployed to a virtual network and supports virtual network peering. Specifically, Azure Bastion manages RDP/SSH connectivity to

Note: Azure Bastion is a service you deploy that lets you connect to a virtual machine using your browser and the Azure portal. The Azure Bastion

connectivity to your virtual machines directly from the Azure portal over TLS. When you connect via Azure Bastion, your virtual machines don't





Ans is wrong - Azure key vault is for Application ad Data Security so key vault - Box1 and Private link is for Vnet security so Box2 =Private link

• Data safety: Lock keys in Key Vault, network isolation with Private Link & service tags for secured Azure Data Lake Gen2 copy via Automation

Secure the assets in Azure Automation including credentials, certificates, connections and encrypted variables. These assets are protected in Azure
Automation using multiple levels of encryption. By default, data is encrypted with Microsoft-managed keys. For additional control over encryption

connects you privately and securely to a an Azure Automation service powered by Azure Private Link. Private Endpoint uses a private IP address

Automation Contributor role is the RBAC role for working with the Automation service, "design-time" if you will, and hence has nothing to do with

Private link with network service tags is nonse for N/W security. There is no such thing. Network service tags is used in NSGs and firewall rules.



Azure Automation Run As Account will retire on September 30, 2023 and will be replaced with Managed Identities. Before that date, you'll need to

Key Vault with access keys is a bad answer because using shared access keys is only recommended if a service accessing the storage cannot use a

"Azure Private Link with network service tags" doesn't mean anything. Network Service Tags can be used in NSG rules, and in routing rules, if either

these are both good points. I was also confused how everyone keeps saying to use private link with service tags. Service tags are not used with

For the second question, I would go with the app gateway with WAF since it is at least controlling network access. Honestly though, I think



https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/web-content-filtering?view=o365-worldwide#what-is-web-content-

content filtering enables your organization to track and regulate access to websites based on their content categories. Many of these websites

applications and services, including web browsing. It includes web content filtering capabilities that allow you to block access to websites that

Compliance Manager is a solution that helps you manage regulatory compliance requirements for Microsoft cloud services, and Microsoft Endpoint



Manager and Microsoft Defender for Endpoint are solutions for securing and managing endpoint devices, but neither of these solutions specifically

Fun fact: When Defender for Endpoint was first released, a web filter was not included in the price and they wanted that customers pay extra for





Agree with you, I think PAW could get the job done as well but the spirit of the question is for kiosks endpoint. PAW implementations are typical

The requirements provided emphasize controlling the applications that can run on the kiosks and regularly hardening them against new threats.

Microsoft Intune can manage and configure the kiosks, allowing control over which applications can run. Microsoft Defender for Endpoint will help

This feature of Microsoft Defender for Endpoint helps to discover, prioritize, and remediate threats and vulnerabilities, helping to harden the kiosks

Microsoft Intune and Microsoft Defender for Endpoint provide a comprehensive set of security capabilities to manage and protect the Windows 10

B. Onboard the kiosks to Microsoft Intune and Microsoft Defender for Endpoint to ensure that only authorized applications can run on the kiosks.
This allows for the creation of a custom device configuration profile that can restrict which apps are allowed to run on the kiosks. Intune can also



C. Implement threat and vulnerability management in Microsoft Defender for Endpoint to provide a centralized view of the security posture of the
kiosks. This feature identifies potential vulnerabilities and provides guidance on how to mitigate them, allowing for regular hardening of the kiosks

Option E (Implement Privileged Access Workstation (PAW) for the kiosks) is not a suitable recommendation for securing the mobile self-service

Instead, implementing Microsoft Intune and Microsoft Defender for Endpoint as suggested in option B would provide better security measures for

Microsoft Defender for Endpoint and Microsoft Intune work together to help prevent security breaches. They can also limit the impact of breaches.

A Privileged workstation provides a hardened workstation that has clear application control and application guard. The workstation uses credential
guard, device guard, app guard, and exploit guard to protect the host from malicious behavior. All local disks are encrypted with BitLocker and web

B and C are the recommended actions to secure the kiosks. Implementing threat and vulnerability management in Microsoft Defender for Endpoint
and onboarding the kiosks to Microsoft Intune and Microsoft Defender for Endpoint will help ensure that only authorized applications can run on



Better to select B - https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365-worldwide like for example You can

Provide protection settings that include encryption and content markings. For example, apply a "Confidential" label to a document or email, and
that label encrypts the content and applies a "Confidential" watermark. Content markings include headers and footers as well as watermarks, and

Protect content in Office apps across different platforms and devices. Supported by Word, Excel, PowerPoint, and Outlook on the Office desktop

classify, label, and protect content in third-party apps and services, such as SalesForce, Box, or DropBox, even if the third-party app or service does

Microsoft Information Protection (MIP) is a comprehensive solution that allows you to classify, label, and protect sensitive information in emails and
documents. It includes the ability to apply watermarks to documents and emails based on sensitivity labels. By configuring sensitivity labels and
associated policies, you can automatically add watermarks to email attachments containing sensitive data, helping to protect the information and



Define which information is sensitive: Before looking for sensitive information in your files, you first need to define what counts as sensitive for your
organization. As part of our data classification service, we offer over 100 out-of-the-box sensitive information types, or you can create your own to
suit to your company policy. Defender for Cloud Apps is natively integrated with Microsoft Purview Information Protection and the same sensitive
types and labels are available throughout both services. So when you want to define sensitive information, head over to the Microsoft Purview

Information Protection is part of Purview, so Information Protection is specifically mentioned hence this is the best choice, otherwise, Purview.

Sensitivity labels from Microsoft Purview Information Protection let you classify and protect your organization's data, while making sure that user

- Provide protection settings that include encryption and content markings. For example, apply a "Confidential" label to a document or email, and
that label encrypts the content and applies a "Confidential" watermark. Content markings include headers and footers as well as watermarks, and

Provide protection settings that include encryption and content markings. For example, apply a "Confidential" label to a document or email, and
that label encrypts the content and applies a "Confidential" watermark. Content markings include headers and footers as well as watermarks, and

B is the right choice. A is more for thirdparty App information you have 365 E5 so using 365 Email not of any 3rd Party. Information Protection will



Microsoft Information Protection (MIP) is a solution that provides data classification, labeling, and protection capabilities to help organizations
safeguard sensitive information in email attachments and other file types. With MIP, you can add watermarks to email attachments that contain



C. Azure Application Gateway Web Application Firewall (WAF): Azure Application Gateway with the Web Application Firewall (WAF) is specifically
designed for web application security. It provides protection against common web vulnerabilities such as SQL injection, cross-site scripting (XSS),
and more. It also includes bot protection capabilities, which can help prevent malicious bots from scanning web apps for vulnerabilities. This aligns



to prevent malicious bot scanning and minimize the attack surface for the web apps, Azure Application Gateway Web Application Firewall (WAF) is

The answer is Clear WAF- Azure Web Application Firewall on Azure Application Gateway bot protection overview: https://learn.microsoft.com/en-

exploits and vulnerabilities. Web applications are increasingly targeted by malicious attacks that exploit commonly known vulnerabilities. SQL

https://azure.microsoft.com/en-us/updates/new-bot-protection-rule-set-in-public-preview-for-web-application-firewall-waf-with-azure-front-

Azure Application Gateway Web Application Firewall (WAF) provides centralized protection for your web applications, helps block common attacks
like SQL injection, cross-site scripting (XSS), and cross-site request forgery (CSRF), and helps minimize the attack surface by blocking malicious bots
from scanning your web apps for vulnerabilities. By using WAF, you can ensure that the web apps are protected against common web application





The frequency of key rotation for Platform Managed Keys (PMKs) in Azure depends on the specific service or feature you are using. Azure manages

AES-256 encryption for data at rest, for monthly rotation of the encryption keys, the solution would need to be slightly adjusted to use customer-

To backup my point, here is a link - https://learn.microsoft.com/en-us/azure/storage/common/storage-service-encryption#about-encryption-



Yes, the solution of using Microsoft-managed keys within an encryption scope for blob containers in Azure Storage meets the goal of encrypting

Following cryptographic best practices means rotating the key that is protecting your storage account on a regular schedule, typically at least every
two years. Azure Storage never modifies the key in the key vault, but you can configure a key rotation policy to rotate the key according to your

Azure Storage encryption with Microsoft-managed keys allows for automatic and seamless key rotation every 30 days by default, which meets



The frequency of key rotation for Platform Managed Keys (PMKs) in Azure depends on the specific service or feature you are using. Azure manages

By adopting TDE with Microsoft-managed keys, you can easily implement and maintain data encryption at rest for your Azure SQL databases, while

Azure SQL transparent data encryption (TDE) with customer-managed key (CMK) enables Bring Your Own Key (BYOK) scenario for data protection

customer is responsible for and in a full control of a key lifecycle management (key creation, upload, rotation, deletion), key usage permissions, and

To provide Azure SQL customers with two layers of encryption of data at rest, infrastructure encryption (using AES-256 encryption algorithm) with
platform managed keys is being rolled out. This provides an addition layer of encryption at rest along with TDE with customer-managed keys,



https://docs.microsoft.com/en-us/azure/azure-sql/database/transparent-data-encryption-byok-overview?view=azuresql&viewFallbackFrom=sql-



Following cryptographic best practices means rotating the key that is protecting your storage account on a regular schedule, typically at least every
two years. Azure Storage never modifies the key in the key vault, but you can configure a key rotation policy to rotate the key according to your



Azure Storage Service Encryption (SSE) can automatically encrypt data before it is stored, and it automatically decrypts the data when you retrieve

Finally: Microsoft-managed keys are rotated appropriately per compliance requirements. If you have specific key rotation requirements, Microsoft

The Microsoft-managed key is rotated appropriately per compliance requirements. Note that the frequency may change without notice. Azure
does not expose the logs to indicate rotation to customers. If you have specific key rotation requirements, then we recommend that you move to



These questions repeat in this exam dump. They are found again in a later section. The answer is SERVICE TAGS. The explanations are confused.
They say the correct answer in some places and incorrect in others. Focus on the screenshot provided. It shows you the answer. A picture is worth a



A service tag represents a group of IP address prefixes from a given Azure service. Microsoft manages the address prefixes encompassed by
the service tag and automatically updates the service tag as addresses change, minimizing the complexity of frequent updates to network

A is correct and i was using this method based on an opened ticket with Microsoft Support three years ago where they recommend to do access

Traffic from Azure Front Door to your application originates from a well known set of IP ranges defined in the AzureFrontDoor.Backend service tag.

specific instance, you need to further filter the incoming requests based on the unique http header that Azure Front Door sends called X-Azure-

"IP address filtering alone isn't sufficient to secure traffic to your origin, because other Azure customers use the same IP addresses. You should also

Azure generates a unique identifier for each Front Door profile. You can find the identifier in the Azure portal, by looking for the Front Door ID

When Front Door makes a request to your origin, it adds the X-Azure-FDID request header. Your origin should inspect the header on incoming

https://learn.microsoft.com/en-us/azure/frontdoor/origin-security?pivots=front-door-standard-premium&tabs=app-service-functions#front-door-







Agree. Service Tag would allow for multiple instances so need the specific headers of the Front Door instance to comply with this requirement.

Exactly. Docs info are here https://learn.microsoft.com/en-us/azure/app-service/app-service-ip-restrictions?tabs=azurecli#restrict-access-to-

By configuring access restrictions to allow traffic from the Front Door service tags, you can effectively restrict access to the web apps only from the
Front Door instance. This approach provides a reliable and scalable solution since the Front Door service tags automatically adapt to any changes

Traffic from Azure Front Door to your application originates from a well known set of IP ranges defined in the AzureFrontDoor.Backend service tag.

specific instance, you need to further filter the incoming requests based on the unique http header that Azure Front Door sends called X-Azure-

https://learn.microsoft.com/en-us/azure/frontdoor/origin-security?pivots=front-door-standard-premium&tabs=app-service-functions#public-ip-

Traffic from Azure Front Door to your application originates from a well known set of IP ranges defined in the AzureFrontDoor.Backend service tag.

specific instance, you need to further filter the incoming requests based on the unique http header that Azure Front Door sends called X-Azure-



Restricting access to Azure App Service web apps to only allow traffic from the Front Door instance is a good security practice to ensure that the
web apps are only accessible through the Front Door instance. One way to achieve this is by using access restrictions that allow traffic from the

Azure Front Door service tags represent the IP addresses of the Front Door edge nodes, which can be used to restrict access to the web apps. By

Therefore, the recommended solution to ensure that the web apps only allow access through the Front Door instance by using access restrictions

A service tag represents a group of IP address prefixes from a given Azure service. To say that service tag is used to access the front door does not

Service Tag is only part of the solution, we also need to use the HTTP header of the Front Door instance to restrict it to a specific instance only.



https://docs.microsoft.com/en-us/azure/frontdoor/front-door-faq#how-do-i-lock-down-the-access-to-my-backend-to-only-azure-front-door-



https://learn.microsoft.com/en-us/azure/frontdoor/origin-security?pivots=front-door-standard-premium&tabs=app-service-functions#public-ip-

Traffic from Azure Front Door to your application originates from a well known set of IP ranges defined in the AzureFrontDoor.Backend service tag.

specific instance, you need to further filter the incoming requests based on the unique http header that Azure Front Door sends called X-Azure-

"IP address filtering alone isn't sufficient to secure traffic to your origin, because other Azure customers use the same IP addresses. You should also

Azure generates a unique identifier for each Front Door profile. You can find the identifier in the Azure portal, by looking for the Front Door ID

When Front Door makes a request to your origin, it adds the X-Azure-FDID request header. Your origin should inspect the header on incoming

https://learn.microsoft.com/en-us/azure/frontdoor/origin-security?pivots=front-door-standard-premium&tabs=app-service-functions#front-door-

The AzureFrontDoor.Backend service tag may contain Backend IP addresses from a few a list Azure Front Doors, eg. Front Door1, Front Door 2, .... If
you want to restrict access to a specific Azure Front Door instance, for example Front Door1, you will have to also access restrictions based on HTTP

Yes the answer is correct , its specifially calls out " instance" and to match the defintion given in by MS it should be FD ID not service tag . "Using a



https://learn.microsoft.com/en-us/azure/app-service/app-service-ip-restrictions?tabs=azurecli#restrict-access-to-a-specific-azure-front-door-

The url Petza provides states you can use two ways."To lock down your application to accept traffic only from your specific Front Door, you can set

I would go for B. You need a service tag rule before you can configure http header filtering ---- https://docs.microsoft.com/en-us/azure/app-service

Azure generates a unique identifier for each Front Door profile. You can find the identifier in the Azure portal, by looking for the Front Door





I would go for B because there is an expressroute, so part of the trafic is going internally. For accepting internet traffic to the api's I'd go for firewall

User Defined Routes (UDR). Route tables can contain UDRs used by Azure networking to control the flow of packets within a VNet. These route
tables can be applied to subnets. One of the newest features in Azure is the ability to apply a route table to the GatewaySubnet, providing the

There is no compelling case to use App GW in this case . If it was App GW V2 with WAF option then it would have made sense. without WAF

The only answer that makes sense here is AZ-FW because we are talking about traffic between applications residing in Azure and that on-premises,

Azure Application Gateway acts as a reverse proxy and load balancer, allowing traffic to be routed between the web apps and the on-premises



I voted for B. The on-premise firewall does not work for ExpressRoute connection. The on-prem app server is open to the public internet through
the Azure network. To protect the app server, Azure Firewall with policy rule sets is needed to filter all types of traffic, while WAF works only for web

For inbound non-HTTP(S) connections, traffic should be targeting the public IP address of the Azure Firewall (if coming from the public Internet), or
it will be sent through the Azure Firewall by UDRs (if coming from other Azure VNets or on-premises networks). All outbound flows from Azure

my bad that is not how app service works and it manages the load balancing internally . I would go with Azure FW in which case the inbound is
addressed via DNAT rules. For outbound to on-premise can route through the Azure FW with force tunnelling implemented or even skip the FW
and use BGP route propagation to route over EXPRESSROUTE . The only issue I have with App GW is we need to cater to inbound and outbound

A possible solution to ensure that the web apps can communicate with the on-premises application server while minimizing the number of public

Azure Firewall is a cloud-based network security service that protects your Azure virtual network resources. You can use Azure Firewall to filter
traffic to and from the on-premises network and the web apps in Azure. By using policy rule sets, you can define rules that specify which public IP
addresses are allowed to access the on-premises network. This will help minimize the number of public IP addresses that are allowed to access the

Other options, such as Azure Traffic Manager with priority traffic-routing methods, Azure Front Door with Azure Web Application Firewall (WAF),
and Azure Application Gateway v2 with user-defined routes (UDRs), may not be as suitable for this scenario because they do not provide the same



I believe the answer B

A very tricky situation
You need to recommend a solution to ensure that the web apps can communicate with the on-premises application server. (Azure Firewall with
policy rule sets)

The solution must minimize the number of public IP addresses that are allowed to access the on-premises network (public IP's shouldn't be able to
access the on prem network unless allowed and this questions is directed at on prem network not the Apps, with this in mind the answer is leaning
towards Azure firewall.)

ASE with firewall integration --> https://learn.microsoft.com/en-us/azure/app-service/environment/firewall-integration



Enforcing all authentication thru AAD and using RBAC will make auditing more simpler and secure rather than having two sources of authentication



1. Enable Azure Monitor Logs for Cosmos DB: allows you to collect and analyze data generated by Azure resources, including Azure Cosmos DB.
By enabling Azure Monitor Logs for your Cosmos DB account, you can capture detailed logs related to user access and operations performed

2. Enable Audit Logs for Cosmos DB: Cosmos DB provides built-in auditing functionality that allows you to record events related to the database
account. Enabling the Cosmos DB audit logs will capture events such as login attempts, database CRUD operations, and any changes made to

When using the Azure Cosmos DB RBAC, diagnostic logs get augmented with identity and authorization information for each data operation.

This is a ridiculous thing to say: "Apologies for the word, but you might want to consider a career out of cybersecurity." This is a training

operation of that resource. These logs are captured per request and they're also referred to as "data plane logs". Some examples of the data plane

Diagnostic logs get augmented with identity and authorization information for each data operation when using Azure Cosmos DB role-based



access control. This augmentation lets you perform detailed auditing and retrieve the Azure AD identity used for every data request sent to your

From what I can research on, as long as I have implemented the option A, I do not need to disable the local authentication on cosmos DB. The local
authentication logins are also being forwarded to the log analytic workspace. if the local authentication credentials were shared, then that seems to

ChatGTP: To audit all users accessing data in Azure Cosmos DB Core (SQL) API accounts, the following two configurations should be included in the

A. Send the Azure Active Directory (Azure AD) sign-in logs to a Log Analytics workspace: This will enable logging of all sign-in activities, including
successful and failed attempts, by all users accessing the Cosmos DB account. This will provide insight into who is accessing the data and when.

C. Send the Azure Cosmos DB logs to a Log Analytics workspace: This will enable logging of all activities within the Cosmos DB account, including

Purpose is Audit - So sending logs to Log analytics is the action. Question does not say to restrict access to only AD users, it just say audit. So why
do you need to disable to local authentication? you just need the logs to see who accessed and what acctions perfomed in the DB, So I would

I would also choose C if D does not exist as an option. C can be used to audit how users access the data, but without D, C does not work. This is
because we would not know how users access the data in the database if DB users are not linked to AD users. For example, if all AD users use one

I would say A and C because you need to audit the ADD loggings and also the logs of the Cosmos DB to log analytics that can be then sent to





A read-only lock on a storage account prevents users from listing the account keys ----> https://docs.microsoft.com/en-us/azure/azure-resource-



https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources?tabs=json#considerations-before-applying-your-

A read-only lock on a storage account prevents users from listing the account keys. A POST request handles the Azure Storage List Keys operation

configured for a storage account, users who don't have the account keys need to use Azure AD credentials to access blob or queue data. A read-

When a read-only lock is configured for a storage account, users who don't have the account keys need to use Azure AD credentials to access blob
or queue data. A read-only lock also prevents the assignment of Azure RBAC roles that are scoped to the storage account or to a data container

In order to prevent new applications from obtaining the access keys, while minimizing the impact on the legacy applications, it is recommended to

The best solution to prevent new applications from obtaining the access keys of the storage accounts while minimizing the impact on the legacy
applications is to configure automated key rotation. This solution will rotate the access keys on a regular basis, making it more difficult for

Option A (Set the AllowSharedKeyAccess property to false) is not a valid solution because this property is used to enable or disable shared
key authentication for a storage account. Disabling shared key authentication would impact the legacy applications that are currently using

Option B (Apply read-only locks on the storage accounts) is not a valid solution because it would prevent any application from modifying the

Option C (Set the AllowBlobPublicAccess property to false) is not a valid solution because this property is used to enable or disable public

don't rely on chatgpt ask it the same question or reply with "why" and it will almost certainly reply apologising for getting the answer



The AllowSharedKeyAccess property is a feature of Azure Storage that controls whether the shared key (also known as the access key) of a storage

unauthorized access to the storage account by new applications, while still allowing the legacy applications to continue using the shared key for

automated key rotation, may not be as effective at preventing new applications from obtaining the access keys of the storage accounts, or may

https://learn.microsoft.com/en-us/azure/storage/common/shared-key-authorization-prevent?tabs=portal#disable-shared-key-authorization

To avoid confusion we should mention that a read only lock applies to the management plane and not the data plane so this lock doesn't affect





"Vulnerability assessment - Vulnerability assessment and management tools for images stored in Azure Container Registry and Elastic Container

https://learn.microsoft.com/en-us/azure/defender-for-cloud/support-matrix-defender-for-containers#registries-and-images-support-for-aks---

https://learn.microsoft.com/en-us/azure/defender-for-cloud/support-matrix-defender-for-containers?tabs=azure-aks#registries-and-images-

C-D, why, see article https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-containers-vulnerability-assessment-azure#faq

Registry, Microsoft Artifact Registry/Microsoft Container Registry, and Microsoft Azure Red Hat OpenShift (ARO) built-in container image registry



However, it cannot scan for known vulnerabilities in Windows containers deployed to Azure Kubernetes Service or Azure Container Registry, as

Option B: This is not correct as Microsoft Defender for Containers can only scan Windows containers if they are deployed to a Windows

Option C: This is not correct as Azure Container Registry is a container registry service, and Microsoft Defender for Containers does not scan

Option E: This is not correct as Microsoft Defender for Containers can only scan Linux containers deployed to AKS if they are deployed to a

Vulnerability assessment: Vulnerability assessment and management tools for images stored in ACR registries and running in Azure Kubernetes

Super-minimalist images such as Docker scratch images, or "Distroless" images that only contain an application and its runtime dependencies



Given answer correct. Defender for Container can scan images in ACR and AWS ECR only. https://learn.microsoft.com/en-us/azure/defender-for-

Linux containers deployed to Azure Kubernetes Service (AKS): Microsoft Defender for Containers is a security solution that provides vulnerability

Windows containers deployed to Azure Kubernetes Service (AKS): Similar to Linux containers, Microsoft Defender for Containers can also be used
to scan for known vulnerabilities in Windows containers deployed to AKS. By using this solution, you can ensure that your Windows containers are





Azure Active Directory's Application Proxy provides secure remote access to on-premises web applications. After a single sign-on to Azure AD,
users can access both cloud and on-premises applications through an external URL or an internal application portal. For example, Application Proxy

Azure AD Application Proxy is a feature of Azure AD that allows you to publish on-premises web applications securely to the internet. It acts as a
reverse proxy, routing the user's request to the internal web app and returning the response back to the user. By using Azure AD Application Proxy,
you can provide the remote users with access to the internal web apps while preventing them from accessing any other resources on the network.

Azure AD Application Proxy also supports Azure AD Conditional Access, which allows you to set policies that determine when and how users can

Additionally, Azure AD Application Proxy simplifies the end-user experience by providing a single sign-on (SSO) experience for the users, which can

Other options, such as web content filtering in Microsoft Defender for Endpoint, Microsoft Tunnel, or Azure Virtual WAN, may not be as suitable for
this scenario because they do not provide the same level of control over access to the internal web apps or the same level of simplicity for the end-





maintain, and secure an on-premises domain controller. This can help reduce the administrative effort required to maintain the infrastructure and

Other identity services, such as Azure Active Directory (Azure AD) or Azure Active Directory (Azure AD) B2C, may not be as suitable for this scenario
because they do not provide the same level of support for legacy applications that rely on LDAP and Kerberos-based authentication. Similarly,
using an on-premises Active Directory Domain Services (AD DS) instance would require maintaining additional infrastructure and may not be as

Azure Active Directory Domain Services (Azure AD DS) provides managed domain services such as domain join, group policy, lightweight directory
access protocol (LDAP), and Kerberos/NTLM authentication. You use these domain services without the need to deploy, manage, and patch domain

An Azure AD DS managed domain lets you run legacy applications in the cloud that can't use modern authentication methods, or where you don't
want directory lookups to always go back to an on-premises AD DS environment. You can lift and shift those legacy applications from your on-

Azure Active Directory (Azure AD) supports this pattern via Azure AD Domain Services (AD DS). It allows organizations that are adopting a cloud-

Integrated with Azure AD. Additions of users and groups, or attribute changes to their objects are automatically synchronized from your Azure AD





Azure Active Directory (Azure AD) B2B collaboration is a feature within External Identities that lets you invite guest users to collaborate with your
organization. With B2B collaboration, you can securely share your company's applications and services with external users, while maintaining
control over your own corporate data. Work safely and securely with external partners, large or small, even if they don't have Azure AD or an IT





Azure Bastion provides secure and seamless RDP and SSH connectivity to VMs in a network. In this solution, Azure Bastion connects users who use
Microsoft Edge or another internet browser for HTTPS, or secured traffic on port 443. Azure Bastion sets up the RDP connection to the VM. RDP

JIT VM access is a feature of Defender for Cloud that provides just-in-time network-based access to VMs. This feature adds a deny rule to the
Azure network security group that protects the VM network interface or the subnet that contains the VM network interface. That rule minimizes
the attack surface of the VM by blocking unnecessary communication to the VM. When a user requests access to the VM, the service adds a
temporary allow rule to the network security group. Because the allow rule has higher priority than the deny rule, the user can connect to the

Protocol (RDP) or Secure Shell (SSH) directly from the Azure portal, without the need to enable ports 3389 or 22 on the virtual machines. Azure
Bastion uses Remote Desktop Services and Azure AD for authentication, providing a secure and convenient way to access the virtual machines.

Enable just-in-time (JIT) VM access: JIT VM access is a feature of Azure Security Center that allows you to control and monitor inbound traffic to

automatically revoke the access when the session ends. This helps prevent unauthorized access to the virtual machines and ensures that access is

Management (PIM) roles as virtual machine contributors, may not be directly related to providing secure remote access to the virtual machines.



C. Azure Bastion is a fully managed service that provides more secure and seamless Remote Desktop Protocol (RDP) and Secure Shell Protocol
(SSH) access to virtual machines (VMs) without any exposure through public IP addresses. Provision the service directly in your local or peered



Azure SQL Database is a general-purpose relational database, provided as a managed service. Categorized as a platform as a service (PaaS), Azure

Within Azure SQL Database, you have the option to deploy a managed instance. Azure SQL Database Managed Instance is a collection of system
and user databases with a shared set of resources. In addition to all the PaaS benefits of Azure SQL Database, this option provides a native virtual
network (VNet) and near 100 percent compatibility with on-premises SQL Server. Azure SQL Database Managed Instance provides you with full SQL

minimizes operational requirements as Microsoft manages the underlying infrastructure, including patching, backups, and high availability. So



Have you considered the cost of migration of on-premise Microsoft SQL Server databases to Azure? To use Azure SQL Databases, you will have
to re-develop most if not all of the applications build upon on-premise Microsoft SQL Server databases. Migrating on-premise Microsoft SQL

Do you see that as stated requirements in the question? No. even if you're right, using implicit assumptions (however sound) is not how

Sorry, I take that back. It says "move" DBs -> MI. "migrate" -> SQLDB (just as a rule of thumb in MS exams, not necessarily in real life)

This is correct. If this question is in any of those AZ- exams, you will see no doubt A is the answer. I do not think SC-100 is of any differences.

Azure SQL Database, Azure SQL Managed Instance, and Azure Synapse Analytics support dynamic data masking. Dynamic data masking

https://docs.microsoft.com/en-us/powershell/scripting/learn/remoting/jea/overview?view=powershell-7.2 https://docs.microsoft.com/en-us/azure

Azure SQL Database is a fully managed service that abstracts away much of the operational complexity, making it a simpler choice for those who

Both Azure SQL Managed Instance and Azure SQL Database support Dynamic Data Masking (DDM). You can implement DDM in both services to

Azure SQL Database offers more flexibility in terms of pricing tiers, allowing you to choose the performance level that aligns with your budget and



Azure SQL Database: It's a fully managed database service, which means Azure handles most of the operational tasks like patching for you. It also
supports dynamic data masking out of the box, which allows you to mask sensitive data. It's usually the most cost-effective option for a single

Azure SQL Managed Instance: While it's also a fully managed service and supports dynamic data masking, it might be more expensive than Azure
SQL Database, especially if you only need to host a few databases. It's a better option if you need a higher level of compatibility with SQL Server

https://learn.microsoft.com/en-us/azure/azure-sql/managed-instance/sql-managed-instance-paas-overview?view=azuresql#key-features-and-

Azure SQL Database, Azure SQL Managed Instance, and Azure Synapse Analytics support dynamic data masking. Dynamic data masking limits

Both Azure SQL MI & Azure SQL can do the job, however SQL MI is the best fitting on-prem SQL architecture so within the scope of migration SQL



For migrating on-prem SQL server dbs, Azure SQL db MI is the choice. Specifically, I cannot imagine an on-prem SQL server without SQL agent





So where the answer 2 coming from? is it possible that only 2 the subnets that has Windows machines get Bastion? Then I read Linux machine also

oh nevermind, the question should be asking: How many "dedicated Azure Bastion subnets" are required, then it makes more sense to me that the

Azure Bastion and VNet peering can be used together. When VNet peering is configured, you don't have to deploy Azure Bastion in each peered

So i thought it was 3 Bastions but when you actually look a bit closer you will see that the Vnet column on the left hand side shows the VNET the







You can integrate code scanning tools with GitHub Enterprise to automatically scan the code when it is uploaded to repositories. GitHub offers
code scanning as a feature that analyzes the code in a GitHub repository to find security vulnerabilities and coding errors. Any problems identified

You can integrate code scanning tools with Azure Pipelines to automatically scan the code when building containers. Azure Pipelines is a cloud
service that you can use to automatically build, test, and deploy your code. You can configure Azure Pipelines to use various code scanning tools,



Azure SQL transparent data encryption (TDE) with customer-managed key (CMK) enables Bring Your Own Key (BYOK) scenario for data protection

customer is responsible for and in a full control of a key lifecycle management (key creation, upload, rotation, deletion), key usage permissions, and

Yes, this solution meets the goal of ensuring that the data at rest is encrypted by using AES-256 keys and supporting rotating the encryption keys

Transparent Data Encryption (TDE) is a feature of Azure SQL that allows you to encrypt your databases and their backups with AES-256 keys. By
using TDE with customer-managed keys (CMKs), you can manage the encryption keys yourself, which means that you have full control over the
keys and can rotate them on a regular basis. This can help ensure that your data at rest is encrypted using AES-256 keys and that the encryption



In this scenario, the key used for encryption of the Database Encryption Key (DEK), called TDE protector, is a customer-managed asymmetric key

To provide Azure SQL customers with two layers of encryption of data at rest, infrastructure encryption (using AES-256 encryption algorithm) with

You are wrong: https://learn.microsoft.com/en-us/azure/azure-sql/database/transparent-data-encryption-byok-key-rotation?view=azuresql&

Agreed. I also found this article that talks to the TDE using AES 256: https://learn.microsoft.com/en-us/sql/relational-databases/security

CMK to configure monthly rotation. If Microsoft is managing the key, you don't control it. CMK is more expensive because that's a resource in your

compliance standards. Customer-managed keys enable the data to be encrypted with an Azure Key Vault key created and owned by you. You have









Simple process of elimination here, even if you're not sure. The other 3 options have nothing to do with governance. However, guest configuration
policy is no longer called that. Answers could look different on the real test. Remember this is the Beta dump and SC-100 isn't in Beta anymore.

https://docs.microsoft.com/en-us/learn/modules/connect-on-premises-network-with-vpn-gateway/2-connect-on-premises-networks-to-azure-



its now called Guest configuration extension --> https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/guest-configuration

You can use the Azure Policy guest configuration extension to audit the configuration settings in a virtual machine. Guest configuration supports

Azure Policy supports auditing the state of your Azure Arc-enabled server with guest configuration policies. Azure Policy's guest configuration







Typically, developers create, manage, and share their code in repositories such as GitHub or Azure Repos. This approach provides a central, version-
controlled library of code for developers to collaborate on easily. However, enabling many collaborators on a single codebase also runs the risk of

To address this risk, development teams should evaluate and implement a repository scanning capability. Repository scanning tools perform static
code analysis on source code within repositories. The tools look for vulnerabilities or credentials changes and flag any items found for remediation.
This capability acts to protect against human error and is a useful safeguard for distributed teams where many people are collaborating in the



Security Principle: Use a centralized identity and authentication system to govern your organization's identities and authentications for cloud and

https://learn.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-identity-management#im-3-manage-application-identities-

Security Principle: Use managed application identities instead of creating human accounts for applications to access resources and execute
code. Managed application identities provide benefits such as reducing the exposure of credentials. Automate the rotation of credential to





SDLC is old and devops is the new term and STRIDE model is MS own threat model while OWASP and STRIDE are not and they have different

For threat modeling using a top-down approach based on the Microsoft Cloud Adoption Framework for Azure, starting with the STRIDE model

Denial of Service, and Elevation of Privileges. This model aligns well with the comprehensive and structured approach advocated by the Microsoft

While the DREAD model and OWASP Threat Modeling are also valuable, they serve slightly different purposes. The DREAD model is more focused
on assessing the risk level of identified threats, and OWASP provides a broader set of guidelines and tools for web application security, which may



Modeling the application design and enumerating STRIDE threats-Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and



Azure SQL Database is a fully managed platform as a service (PaaS) database engine that handles most of the database management functions



such as upgrading, patching, backups, and monitoring without user involvement. Azure SQL Database is always running on the latest stable version
of the SQL Server database engine and patched OS with 99.99% availability. PaaS capabilities built into Azure SQL Database enable you to focus on



Well-architected framework. Simply because it is never wrong and the other alternatives doesn't make any more sense (if any sense at all, such as A

The Azure App Service landing zone accelerator is an open-source collection of architectural guidance and reference implementation to accelerate
deployment of Azure App Service at scale. It can provide a specific architectural approach and reference implementation via infrastructure as code



from ChatGPT: Based on the requirements of ensuring that all code changes are submitted through pull requests before being deployed by the
CI/CD workflow and aligning with DevSecOps controls guidance, the recommended solution for ensuring this process is followed should be branch

Branch policies in Azure Repos provide a way to enforce code review policies before a pull request can be completed and merged into a target

Branch policies can be configured to require specific reviewers, require a minimum number of approvals, and block direct pushes to the target
branch. This helps to ensure that code changes are thoroughly reviewed and meet the established standards before being merged into the target



Setting up an on-premises Syslog server is a common approach for collecting and forwarding logs from various devices, including firewalls, to a
central location for further processing and analysis. You can configure the Syslog server to receive logs in the Common Event Format (CEF) from
your firewalls and then forward those logs to your Microsoft Sentinel workspace. Microsoft Sentinel has built-in support for Syslog, making it a

This server can receive the CEF logs from the firewalls and forward them to Microsoft Sentinel using the Syslog connector. This solution allows you



Using an authorized IP range provides the specific control needed for allowing access only from the designated public IP addresses associated with



https://techcommunity.microsoft.com/t5/microsoft-sentinel-blog/announcing-the-enhanced-microsoft-sentinel-aws-cloudtrail/ba-p/3640884





https://docs.microsoft.com/en-us/mem/configmgr/protect/deploy-use/use-device-guard-with-configuration-manager#what-can-run-when-



Microsoft Defender for Endpoint provides application control policies that allow you to define which applications are allowed or blocked on your
Windows machines. You can create rules specifying which applications are authorized to run, and any application that doesn't match these rules

D. application control policies in Microsoft Defender for Endpoint - Microsoft Defender for Endpoint provides a feature known as "Application
Control." By using application control policies, you can specify which applications are allowed to run on machines, and all other applications not on

Application Control is a software-based security layer that enforces an explicit list of software that is allowed to run on a PC. On its own, Application
Control doesn't have any hardware or firmware prerequisites. Application Control policies deployed with Configuration Manager enable a policy on
devices in targeted collections that meet the minimum Windows version and SKU requirements outlined in this article. Optionally, hypervisor-based
protection of Application Control policies deployed through Configuration Manager can be enabled through group policy on capable hardware.

Microsoft Defender for Endpoint provides application control policies which allow administrators to define what applications are allowed to run on
virtual machines, and block any unauthorized applications from running. This helps to ensure that only authorized applications can run on the
virtual machines and improve the overall security posture of the environment. If an unauthorized application attempts to run or be installed, it will

departments, where it's vital that unwanted software can't run." Enable "Enforcement enabled" so that only trusted executables are allowed to run.





Azure Blob Storage supports setting up firewall rules directly on the storage account. You can specify the IP addresses or ranges of your application

You can configure the Azure Storage account firewall to allow traffic only from specific IP addresses or ranges, ensuring that only the designated



Turning on firewall rules for your storage account blocks incoming requests for data by default, unless the requests originate from a service that
operates within an Azure virtual network or from allowed public IP addresses. Requests that are blocked include those from other Azure services,



Data flow diagrams are the primary choice for threat modeling as they help in visualizing how data moves through the system, where it is stored,
and how it is processed. This allows you to identify potential security vulnerabilities related to data handling, access points, and data storage. The



B. data flow - Correct Answer. DFDs (data flow diagrams) are commonly used in the Microsoft Threat Modeling Tool to understand how data moves

C. process flow - Process flow diagrams are more about defining the sequence of processes or activities but don't emphasize on how data moves

D. network flow - While network flow diagrams are useful for understanding network communication patterns, the Microsoft Threat Modeling Tool

A data flow diagram (DFD) allows you to visualize how data moves through an application, which is crucial in threat modeling to identify potential

A data-flow diagram is a way of representing a flow of data through a process or a system (usually an information system). The DFD also provides
information about the outputs and inputs of each entity and the process itself. A data-flow diagram has no control flow — there are no decision

modelling#:~:text=The%20most%20popular%20Threat%20Modelling%20techniques%20are%20Data,the%20flow%20of%20data%20through%20a

For me the critical difference between the data flow and process flow is that the process flow diagram incorporates developers into the process,

"Which type of diagram should you create? Process flow diagrams are the result of a maturing threat modeling discipline. They genuinely allow



structure of their software design. We designed the tool with non-security experts in mind, making threat modeling easier for all developers by

These are used by agile teams to build application threat models (ATMs). Agile software development teams can analyse their applications and

These are used by agile teams to build application threat models (ATMs). Agile software development teams can analyse their applications and





For allowing Azure App Service web apps to access Microsoft SQL Server databases on the on-premises network while minimizing the number of

outbound-only connection that doesn’t require opening inbound ports to your on-premises network. This makes it a suitable choice for accessing



Within App Service, Hybrid Connections can be used to access application resources in any network that can make outbound calls to Azure over
port 443. Hybrid Connections provides access from your app to a TCP endpoint and doesn't enable a new way to access your app. As used in App

provided it's a TCP endpoint. The Hybrid Connections feature doesn't know or care what the application protocol is, or what you are accessing. It

Private endpoints provide secure access to Azure Services over a private endpoint in your virtual network. Using a private endpoint, you can access
Azure services such as Azure Storage, Azure Cosmos DB, Azure SQL Database, and others over a private IP address in your virtual network. With a
private endpoint, traffic between your virtual network and the Azure service travels over the Microsoft backbone network, eliminating exposure

In this scenario, using a private endpoint for the Microsoft SQL Server databases on the on-premises network would provide a secure connection
between the web apps and the databases without requiring a Site-to-Site VPN or an ExpressRoute connection. This would minimize the number of

Hybrid connections could also be a valid option for allowing Azure App Service web apps to access on-premises databases without requiring a

Hybrid connections allow you to connect your Azure App Service web apps to on-premises resources securely. A hybrid connection consists of

To use hybrid connections, you need to install an agent on a machine in your on-premises network that has access to the resource you want
to connect to. The agent communicates with the Azure Relay service endpoint, enabling communication between the App Service app and

However, compared to private endpoints, hybrid connections can have some additional configuration overhead, require the installation of an
agent on the on-premises network, and could add some additional network hops. Therefore, private endpoints are generally considered to

Answer is the correct answer

https://learn.microsoft.com/en-us/azure/app-service/app-service-hybrid-connections#how-it-works



Typically, modern development follows an agile development methodology. Scrum is one implementation of agile methodology that has every







sensitivity labels to files and schematized data assets in Microsoft Purview Data Map. The schematized data assets include SQL, Azure SQL, Azure

 Microsoft SharePoint Online - Files and emails. It can't be Groups and Sites because Groups and Sites do not apply to the data stored in that

Assigning a label to a group or site does NOT label the files stored at the site, but only controls access to the site or group. The problem statement



After a sensitivity label is applied to an email, meeting invite, or document, any configured protection settings for that label are enforced on the

- Protect content in containers such as sites and groups when you enable the capability to use sensitivity labels with Microsoft Teams, Microsoft

For automatically labeling sensitive data in Microsoft SharePoint Online, Microsoft Exchange Online, and Microsoft Teams, the recommended scope

"Files and emails" scope is used for files and emails stored in SharePoint Online and Exchange Online, respectively. This scope will allow the

"Groups and sites" scope is used for Microsoft Teams. This scope will allow the sensitivity label policies to automatically classify and protect

Since the question is asking about identifying and protecting sensitive data, "Schematized data assets" scope is not relevant here as it is used

sensitivity labels to files and schematized data assets in Microsoft Purview Data Map. The schematized data assets include SQL, Azure SQL, Azure





Azure AD Conditional Access policies applies to users, not to applications. but the question is You need to recommend a solution to prevent users

To test the Azure App Service web app for vulnerabilities such as insecure server configurations, cross-site scripting (XSS), and SQL injection, you



injection). DAST tools interact with the application from the outside, simulating an attacker's perspective, which makes them suitable for identifying

Dynamic application security testing (DAST) is a process of testing an application in an operating state to find security vulnerabilities. DAST tools
analyze programs while they are executing to find security vulnerabilities such as memory corruption, insecure server configuration, cross-site



To prevent users from specific countries from connecting to the applications accessed as custom enterprise applications in Azure AD, you should

conditions. You can create a Conditional Access policy that restricts access to these applications for users coming from specific countries or regions.



Before going to Defender for Cloud Apps a CA policy is enough to allow or block access to an enterprise application. MDCA activity policy is not a





A shared access signature (SAS) provides secure delegated access to resources in your storage account. With a SAS, you have granular control over

Shared access signatures (SAS) are the ideal solution for granting limited, secure access to specific blobs in Azure Storage. With a SAS, you can
specify the exact permissions (read, write, delete, etc.) the vendor should have, the start and expiration times for access, and even the specific blob
or container they can access. This provides fine-grained control over access and ensures that it's time-limited and limited to specific resources.



A shared access signature (SAS) provides secure delegated access to resources in your storage account. With a SAS, you have granular control over

You can use private endpoints for your Azure Storage accounts to allow clients on a virtual network (VNet) to securely access data over a Private
Link. The private endpoint uses a separate IP address from the VNet address space for each storage account service. Network traffic between the
clients on the VNet and the storage account traverses over the VNet and a private link on the Microsoft backbone network, eliminating exposure





Azure AD Conditional Access allows you to set policies that determine when and how users can access your application. By integrating Azure AD
Conditional Access with user flows and custom policies, you can define rules that ensure only authenticated users can access the application, and

certain number of failed login attempts. This can help prevent unauthorized access to the application by preventing attackers from guessing login

Options A, D, and E are not relevant to securing the application from identity-related attacks. Option A involves monitoring risk detections, which is
not directly related to securing the application. Option D involves access packages in Identity Governance, which is not related to the security of

To secure the invoicing application that will use Azure Active Directory (Azure AD) B2C from identity-related attacks, the two configurations to

B. Azure AD Conditional Access integration with user flows and custom policies: Conditional Access in Azure AD B2C allows you to create and
enforce access policies based on various conditions, such as user location, device state, and more. Integrating these policies with user flows and
custom policies in Azure AD B2C can enhance the security of the application by ensuring that only authenticated and authorized users can access it

control access to your application based on specific conditions, such as risk detections or user behavior. Integrating Azure AD Conditional Access

C. Smart account lockout in Azure AD B2C: Smart account lockout policies help protect user accounts from brute-force attacks or suspicious login
attempts. When you configure smart account lockout policies in Azure AD B2C, you can define conditions under which accounts are locked or

Conditional Access can be added to your Azure Active Directory B2C (Azure AD B2C) user flows or custom policies to manage risky sign-ins to your
applications. Azure Active Directory (Azure AD) Conditional Access is the tool used by Azure AD B2C to bring signals together, make decisions, and



entered. The duration of the lockout also increases based on the likelihood that it's an attack. After a password is tried 10 times unsuccessfully
(the default attempt threshold), a one-minute lockout occurs. The next time a login is unsuccessful after the account is unlocked (that is, after
the account has been automatically unlocked by the service once the lockout period expires), another one-minute lockout occurs and continues

Conditional Access in Azure Active Directory (Azure AD) is a feature that enables you to enforce security policies and control access to applications





Data Loss Prevention policies in Microsoft 365 can help you identify and protect sensitive information like PHI across various applications. These

To prevent protected health information (PHI) from being shared outside the company in a Microsoft 365 E5 environment, you should recommend:

Data Loss Prevention policies in Microsoft 365 are specifically designed to prevent sensitive information, such as PHI, from being shared or leaked
outside the organization. You can create DLP policies that scan content in Microsoft Teams, Exchange Online, SharePoint Online, and OneDrive, and
then take actions like blocking sharing, encrypting emails, or notifying administrators when a policy violation occurs. This helps ensure that PHI is

Sensitivity label policies (option A) can be used to classify and protect documents, but they may not provide the same level of control over data

Organizations have sensitive information under their control such as financial data, proprietary data, credit card numbers, health records, or social
security numbers. To help protect this sensitive data and reduce risk, they need a way to prevent their users from inappropriately sharing it with

In Microsoft Purview, you implement data loss prevention by defining and applying DLP policies. With a DLP policy, you can identify, monitor, and

The sensitivity label policy is about who has access and how to access the files. DLP is about whether files can be shared and how they are shared.



I recommend using data loss prevention (DLP) policies to prevent protected health information (PHI) from being shared outside the company.

DLP policies in Microsoft 365 allow you to identify, monitor, and protect sensitive information, such as PHI, within your organization. You can create
DLP policies that identify PHI within stored documents and communications and then set rules to prevent the PHI from being shared outside the

Sensitivity label policies allow you to classify and protect sensitive information, but they do not specifically prevent the information from being
shared outside the organization. Insider risk management policies are designed to detect and mitigate risks posed by insider threats, but they are
not directly related to preventing the sharing of sensitive information. Retention policies allow you to specify how long certain types of information



https://docs.microsoft.com/en-us/learn/modules/implement-data-classification-of-sensitive-information/6-view-sensitive-data-content-explorer-

“Content explorer. This tab provides visibility into the amount and types of sensitive data in an organization. It also enables users to filter by label

https://learn.microsoft.com/en-us/microsoft-365/compliance/data-classification-content-explorer?view=o365-worldwide#sensitive-information-



https://learn.microsoft.com/en-us/microsoft-365/compliance/form-a-query-to-find-sensitive-data-stored-on-sites?view=o365-worldwide
With Microsoft Purview Data Loss Prevention (DLP) in SharePoint Online, you can discover documents that contain sensitive data throughout

Data Classification Content Explorer is part of the Microsoft 365 compliance center. It allows you to discover, classify, and label content across your
organization's data landscape. It can help you find documents that contain sensitive information by scanning and classifying content based on the

To identify and classify documents containing sensitive information in Microsoft Teams, SharePoint Online, and Exchange Online within a Microsoft

Data Loss Prevention policies allow you to define rules and conditions to automatically identify and classify sensitive information. You can create
custom DLP policies that scan content in Microsoft Teams, SharePoint Online, and Exchange Online for specific sensitive data types (such as credit
card numbers, Social Security numbers, or custom-defined data) and take actions like blocking, notifying, or encrypting messages or documents

I believe its B, because questions says "you need to recommend a solution to identify documents that contain sensitive information." and DLP

DLP helps prevent data leakage by monitoring and preventing the sharing of sensitive data. DLP policies can be set up to identify sensitive data
such as credit card numbers, social security numbers, or other confidential information. You can use DLP to classify and protect data in Microsoft

Cancel that or even delete my comment, I need to listen to my own advise, the follow on sentence overules the "identify and classify", so yes it's



DLP in Microsoft 365 allows you to create policies that identify and protect sensitive information types such as credit card numbers, social security

Therefore, the recommended solution to identify documents that contain sensitive information is to use Data Loss Prevention (DLP) in Microsoft

From below, A is the right answer, "A DLP policy can help protect sensitive information" but "Content explorer shows a current snapshot of the

A DLP policy can help protect sensitive information, which is defined as a sensitive information type. Microsoft 365 includes definitions for many
common sensitive information types from across many different regions that are ready for you to use. For example, a credit card number, bank

While Data Classification Content Explorer can help you identify sensitive information in your content, it does not automatically protect or prevent
this information from being shared outside of your organization. For that purpose, you would also need to implement Data Loss Prevention (DLP)

"h Microsoft Purview Data Loss Prevention (DLP) in SharePoint Online, you can discover documents that contain sensitive data throughout your

My final answer is A and B: data classification content explorer and data loss prevention (DLP). Both solutions allow you to identify documents that
contain sensitive information, and the specific solution that you recommend might depend on the specific requirements and constraints of the

If I had to choose only one, I would recommend data loss prevention (DLP), as it provides a comprehensive set of tools for identifying, monitoring,
and protecting sensitive data across an organization's networks and cloud services, including Microsoft Teams, SharePoint Online, and Exchange

I chose B. Data Classification is not a full-fledged solution. It is a tool for other solutions. DLP is a solution and is listed under Solutions menu at

The requirement “identify documents that contain sensitive information.” Is related to Know your data, so IA would go for A. data classification



Data Classification Content explorer shows a current snapshot of the items that have a sensitivity label, a retention label or have been classified as a



Traffic from Azure Front Door to your application originates from a well known set of IP ranges defined in the AzureFrontDoor.Backend service tag.

specific instance, you need to further filter the incoming requests based on the unique http header that Azure Front Door sends called X-Azure-





if you want to block the access to A SPECIFIC front door instance the answer is B... if you want to block to any front door instance is A.... i will go for

It is combination of service tag and X-Azure-FDID header so this is a case where both are needed. It is explicitly mentioned in the link (to



Traffic from Azure Front Door to your application originates from a well known set of IP ranges defined in the AzureFrontDoor.Backend service tag.

https://learn.microsoft.com/en-us/azure/app-service/app-service-ip-restrictions?tabs=azurecli#restrict-access-to-a-specific-azure-front-door-

Traffic from Azure Front Door to your application originates from a well known set of IP ranges defined in the AzureFrontDoor.Backend service tag.

specific instance, you need to further filter the incoming requests based on the unique http header that Azure Front Door sends called X-Azure-

Restricting using service tag is not enough, see https://learn.microsoft.com/en-us/azure/app-service/app-service-ip-restrictions#restrict-access-to-

Traffic from Azure Front Door to your application originates from a well known set of IP ranges defined in the AzureFrontDoor.Backend service tag.

https://learn.microsoft.com/en-us/azure/app-service/app-service-ip-restrictions?tabs=azurecli#restrict-access-to-a-specific-azure-front-door-

https://learn.microsoft.com/en-us/azure/frontdoor/front-door-faq#how-do-i-lock-down-the-access-to-my-backend-to-only-azure-front-door-



To ensure traffic only originates from your specific instance, you will need to further filter the incoming requests based on the unique http header



Azure Front Door is a globally distributed multi-tenant service. So, the infrastructure for Front Door is shared across all its customers. to ensure that

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-faq#how-do-i-lock-down-the-access-to-my-backend-to-only-azure-front-door-

Traffic from Azure Front Door to your application originates from a well known set of IP ranges defined in the AzureFrontDoor.Backend service tag.

specific instance, you need to further filter the incoming requests based on the unique http header that Azure Front Door sends called X-Azure-



https://learn.microsoft.com/en-us/azure/frontdoor/front-door-faq#how-do-i-lock-down-the-access-to-my-backend-to-only-azure-front-door-

To ensure traffic only originates from your specific instance, you will need to further filter the incoming requests based on the unique http header
that Azure Front Door sends.more granular than service tags alone which is what the Azure app service requires.more secure agree with Lummer

https://learn.microsoft.com/en-us/azure/frontdoor/front-door-faq#how-do-i-lock-down-the-access-to-my-backend-to-only-azure-front-door-



Implement capabilities from Microsoft Purview Information Protection (formerly Microsoft Information Protection) to help you discover, classify,





Organizations have sensitive information under their control such as financial data, proprietary data, credit card numbers, health records, or social
security numbers. To help protect this sensitive data and reduce risk, they need a way to prevent their users from inappropriately sharing it with

In Microsoft Purview, you implement data loss prevention by defining and applying DLP policies. With a DLP policy, you can identify, monitor, and



Sensitivity labels from Microsoft Purview Information Protection let you classify and protect your organization's data, while making sure that

DLP policies are designed to detect, monitor, and protect sensitive information across SharePoint Online and other Microsoft 365 services. They can

Sensitivity label policies, on the other hand, are used to classify, protect, and monitor sensitive data within SharePoint Online. They can be used to
automatically label content based on specific conditions and to apply restrictions on how the content can be accessed or shared. These policies can



As part of adding an extra layer of authentication for critical operations, you're prompted to enter a security PIN when you perform Stop Protection





Actually there seems no correct answer here. Requirement is clear "the application must be blocked automatically until an administrator authorizes

No enforcement options are currently available. Adaptive application controls are intended to provide security alerts if any application runs other

Agree none of these are fully correct - this question appears three times in this questions list and the other comments refer to A as the best as

Adaptive application controls, often referred to as application whitelisting, allow you to specify which applications are authorized to run on your
virtual machines and block all others. If an unauthorized application attempts to run, it will be blocked until an administrator authorizes it. This

The other options (B, C, and D) are not primarily designed for controlling which applications can run on Windows Server 2019 virtual machines in



Often, organizations have collections of machines that routinely run the same processes. Microsoft Defender for Cloud uses machine learning to

When you've enabled and configured adaptive application controls, you'll get security alerts if any application runs other than the ones you've

Although none of the options can block the app, A is the best choice. The correct solution should be Windows Defender Application Control and





Reference for mobile app + B2C + LinkedIn - https://learn.microsoft.com/en-us/azure/active-directory-b2c/identity-provider-linkedin?pivots=b2c-

exploits and vulnerabilities. Web applications are increasingly targeted by malicious attacks that exploit commonly known vulnerabilities. SQL



https://learn.microsoft.com/en-us/security/operations/incident-response-playbook-dart-ransomware-approach#the-dart-approach-to-conducting-

Regarding the alternative sequence of 4, 1, and 2, while identifying the compromise recovery process is an important step, it may not be the most
urgent or critical one, especially if the scope of the incident and the impacted LOB applications are not yet known. Therefore, it is more effective to



A comprehensive and proactive approach to cybersecurity is essential to prevent and mitigate the impact of cyber incidents. This includes adopting
best practices and following established incident response procedures, continuously monitoring systems and networks for potential threats, and

The recommended plan to investigate ransomware incidents based on the Microsoft Detection and Response Team (DART) approach, in the correct

Assess the current situation and identify the scope: This step involves identifying which systems have been impacted and the extent of the damage

Identify which line-of-business (LOB) apps are unavailable due to a ransomware process: This step involves identifying which LOB apps are affected

Implement a comprehensive strategy to reduce the risk of privileged access compromise: This step involves implementing security best practices to

n general, it's important to follow the incident response plan for your organization, which may include additional steps beyond those listed here.

correct, https://learn.microsoft.com/en-us/security/compass/incident-response-playbook-dart-ransomware-approach#the-dart-approach-to-



I can understand answer should be D to the contaiment but any of the articles shared below talk about stopping sync with OneDrive and Exchange.

i go with A, in the Security best practices for recovery the first option of the answers available is "to make a Scan", the second one is recover files to

I think It's B. Keyword is Recovery https://learn.microsoft.com/en-us/microsoft-365/security/defender/playbook-responding-ransomware-m365-





Application control policies, also known as application whitelisting, allow you to specify which applications are authorized to run on your virtual
machines and block all others. If an unauthorized application attempts to run, it will be blocked until an administrator authorizes it. This control

The other options (A, B, and D) are not primarily designed for controlling which applications can run on Windows Server virtual machines in your

Application Control is a software-based security layer that enforces an explicit list of software that is allowed to run on a PC. On its own, Application
Control doesn't have any hardware or firmware prerequisites. Application Control policies deployed with Configuration Manager enable a policy on
devices in targeted collections that meet the minimum Windows version and SKU requirements outlined in this article. Optionally, hypervisor-based
protection of Application Control policies deployed through Configuration Manager can be enabled through group policy on capable hardware.

"You have a Microsoft 365 subscription and an Azure subscription. Microsoft 365 Defender and Microsoft Defender for Cloud are enabled. The
Azure subscription contains 50 virtual machines. Each virtual machine runs different applications on Windows Server 2019. You need to recommend





Conditional Access can be added to your Azure Active Directory B2C (Azure AD B2C) user flows or custom policies to manage risky sign-ins to your
applications. Azure Active Directory (Azure AD) Conditional Access is the tool used by Azure AD B2C to bring signals together, make decisions, and

entered. The duration of the lockout also increases based on the likelihood that it's an attack. After a password is tried 10 times unsuccessfully
(the default attempt threshold), a one-minute lockout occurs. The next time a login is unsuccessful after the account is unlocked (that is, after
the account has been automatically unlocked by the service once the lockout period expires), another one-minute lockout occurs and continues

Smart lockout is supported by user flows, custom policies, and ROPC flows. It’s activated by default so you don’t need to configure it in your user



Microsoft Defender for Cloud (formerly known as Azure Security Center) is a comprehensive cloud security management system that helps you
monitor and improve the security of your Azure resources. It provides continuous security assessment based on various compliance standards,

While options A (Compliance Manager in Microsoft Purview) and D (Microsoft Defender for Cloud Apps) also offer security-related features, they
are more focused on specific areas such as compliance management and application security, respectively. Option B (Microsoft Defender for Cloud)
primarily focuses on protecting cloud workloads. However, for evaluating compliance with the NIST CSF across the Azure environment as a whole,

Microsoft Defender for Cloud helps streamline the process for meeting regulatory compliance requirements, using the regulatory compliance
dashboard. Defender for Cloud continuously assesses your hybrid cloud environment to analyze the risk factors according to the controls and best
practices in the standards that you've applied to your subscriptions. The dashboard reflects the status of your compliance with these standards.

subscription. This widely respected benchmark builds on the controls from the Center for Internet Security (CIS), PCI-DSS and the National Institute



Regulatory Compliance Dashboard has the Azure compliance data. Compliance Manager aggregates this and Office 365 compliance data. For the



Often, organizations have collections of machines that routinely run the same processes. Microsoft Defender for Cloud uses machine learning to

When you've enabled and configured adaptive application controls, you'll get security alerts if any application runs other than the ones you've



Application Control is a software-based security layer that enforces an explicit list of software that is allowed to run on a PC. On its own, Application
Control doesn't have any hardware or firmware prerequisites. Application Control policies deployed with Configuration Manager enable a policy on
devices in targeted collections that meet the minimum Windows version and SKU requirements outlined in this article. Optionally, hypervisor-based
protection of Application Control policies deployed through Configuration Manager can be enabled through group policy on capable hardware.

from ChatGPT: Based on the requirements of ensuring that only authorized applications can run on the virtual machines, and that an unauthorized
application is blocked automatically until an administrator authorizes it, the recommended security control to implement is application control

Application control policies in Microsoft Defender for Endpoint provide a way to prevent the execution of malicious and unauthorized applications



Using application control policies, you can create policies that restrict application execution to a specific set of approved applications. When an

Application Control is a software-based security layer that enforces an explicit list of software that is allowed to run on a PC. On its own, Application
Control doesn't have any hardware or firmware prerequisites. Application Control policies deployed with Configuration Manager enable a policy on
devices in targeted collections that meet the minimum Windows version and SKU requirements outlined in this article. Optionally, hypervisor-based
protection of Application Control policies deployed through Configuration Manager can be enabled through group policy on capable hardware.



https://learn.microsoft.com/en-us/defender-cloud-apps/use-case-proxy-block-session-aad#create-a-block-download-policy-for-unmanaged-

Defender for Cloud Apps session policies allow you to restrict a session based on device state. To accomplish control of a session using its device as

https://learn.microsoft.com/en-us/defender-cloud-apps/use-case-proxy-block-session-aad#create-a-block-download-policy-for-unmanaged-



Azure AD Conditional Access provides policies that enable you to ensure that access to your Microsoft 365 resources is only allowed from trusted

Online. Defender for Cloud Apps allows you to control access to data in SharePoint Online, including blocking file downloads by authenticated



example, U.S. social security numbers), stored in Azure SQL Database, Azure SQL Managed Instance, and SQL Server databases. Always Encrypted

separation between those who own the data and can view it, and those who manage the data but should have no access - on-premises database

Final answer: To protect credit card numbers in an Azure SQL database while processing, you should use Transparent Data Encryption (TDE) and



Always Encrypted is a feature designed to protect sensitive data, such as credit card numbers or national/regional identification numbers. Always

Dynamic data masking helps prevent unauthorized access to sensitive data by enabling customers to designate how much of the sensitive data to

To meet the requirements, you should include Dynamic Data Masking for the operators and Always Encrypted for the database administrators in
your design. Dynamic Data Masking (DDM) is a feature that limits sensitive data exposure by masking it to non-privileged users. It can be used to



recommendation. An Azure AD enterprise application is an instance of an application that is integrated with Azure AD. You can add App1 as an



Microsoft Entitlement Management, part of Azure AD Identity Governance, allows you to implement access reviews and request workflows for

workflows, and access reviews. Users can request access to App1, provide additional information during the request, and managers can periodically

B. Connected apps in Microsoft Defender for Cloud Apps and C. Access policies in Microsoft Defender for Cloud Apps are more focused on the

Microsoft Entra Identity Governance allows you to balance your organization’s need for security and employee productivity with the right processes



Defender for App Service identifies any DNS entries remaining in your DNS registrar when an App Service website is decommissioned - these are

Defender for App Service also identifies any DNS entries remaining in your DNS registrar when an App Service website is decommissioned -
these are known as dangling DNS entries. When you remove a website and don't remove its custom domain from your DNS registrar, the
DNS entry is pointing to a non-existent resource, and your subdomain is vulnerable to a takeover. Defender for Cloud doesn't scan your DNS
registrar for existing dangling DNS entries; it alerts you when an App Service website is decommissioned and its custom domain (DNS entry)





Dont confuse yourself with private end points and private links. The question has nothing to do with extending your private end points to a given



The most secure way for on-premises servers to access app services in Azure is by using Azure Private Endpoint. This feature allows you to securely
connect to your app from on-premises networks that connect to the virtual network using a VPN or ExpressRoute private peering. It also eliminates

grained access control through network security groups or Azure Firewall. Thus, security administrators can effectively control which servers or

A. App Service Static IP address restrictions: This feature allows administrators to define a list of IP addresses that are allowed or denied access to
the App Service. It's a direct and effective way to control access at the application level, ensuring that only specific servers on Site1 can access the



https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#nonpremium-user-risk-detections



Code scanning is a feature that you use to analyze the code in a GitHub repository to find security vulnerabilities and coding errors. Any problems



dependencies used in their projects and notifying them when new versions or security updates are available. So in a way could be dependabot



This is a crucial step in containing the breach. Isolating the compromised machines from the network prevents the spread of ransomware and other

Along with machine isolation, isolating user accounts that have been compromised is essential. This can prevent attackers from using compromised

https://learn.microsoft.com/en-us/security/operations/incident-response-playbook-dart-ransomware-approach#dart-recommendations-and-best-



component of any IT deployment, and the cloud introduces unique security concerns. Many businesses are subject to regulatory requirements that
make protecting sensitive data a major organizational priority when considering a cloud transformation. Identifying potential security threats to





https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/secure/best-practices/secure-devops#restrict-access-to-protected-branches

If your CI platform supports it, consider storing credentials in a dedicated secret store, for example Azure Key Vault. Credentials are fetched at



Checks have been added to make sure only valid users can perform various operations. These include adding an extra layer of authentication. As
part of adding an extra layer of authentication for critical operations, you're prompted to enter a security PIN before modifying online backups.

https://learn.microsoft.com/en-us/azure/security/fundamentals/backup-plan-to-protect-against-ransomware#steps-to-take-before-an-attack
Online immutable storage (such as Azure Blob) enables you to store business-critical data objects in a WORM (Write Once, Read Many) state. This



Immutable storage, however, prevents data from being altered or deleted for a specified period. Even if ransomware gains access to the primary

This is my understanding based on this article and why Immutable storage makes sense for the 2nd part: https://learn.microsoft.com/en-us/azure

Data in Azure Storage is encrypted and decrypted transparently using 256-bit AES encryption, one of the strongest block ciphers available, and is

encryption cannot be disabled. Because your data is secured by default, you don't need to modify your code or applications to take advantage of

https://learn.microsoft.com/en-us/azure/storage/blobs/security-recommendations#data-protection. Encryption is on by default, we can double



Option A is incorrect because multi-user authorization by using Resource Guard is used to provide additional protection for Azure resources, but it

I think this is correct. It is subtle but, being that both a and c do kind of satisfy the requirements, this difference is very important. Thank you

MUA for Azure Backup uses a new resource called the Resource Guard to ensure critical operations, such as disabling soft delete, stopping and

As part of adding an extra layer of authentication for critical operations, you're prompted to enter a security PIN when you perform Stop Protection

Services vaults and Backup vaults. For MUA, Azure Backup uses another Azure resource called the Resource Guard to ensure critical operations are

A : f you have a compromised administrator account, you should configure multi-user authorization by using Resource Guard for your vaults. This



https://learn.microsoft.com/en-us/azure/backup/protect-backups-from-ransomware-faq#what-are-the-best-practices-to-configure-and-protect-

https://learn.microsoft.com/en-us/azure/backup/protect-backups-from-ransomware-faq#what-are-the-best-practices-to-configure-and-protect-

https://learn.microsoft.com/en-us/azure/backup/protect-backups-from-ransomware-faq#what-are-the-best-practices-to-configure-and-protect-

Soft delete is a useful feature that helps you deal with data loss. Soft delete retains backup data for 14 days, allowing the recovery of that backup

https://learn.microsoft.com/en-us/azure/backup/protect-backups-from-ransomware-faq#what-are-the-best-practices-to-configure-and-protect-

Use Privileged Identity Management to provide time-based and approval-based role activation to mitigate the risks of excessive, unnecessary, or



https://learn.microsoft.com/en-us/azure/backup/protect-backups-from-ransomware-faq#what-are-the-best-practices-to-configure-and-protect-

- Ensure Multi-user authorization (MUA) is enabled to protect against rogue admin scenario. MUA for Azure Backup uses a new resource called the



I can see why some may confuse the 'break-glass' account to this question, but clearly asks to NOT be locked! Which means you've already had

Privileged Access Workstation (PAW) – This is the highest security configuration designed for extremely sensitive roles that would have a significant

restrict local administrative access and productivity tools to minimize the attack surface to only what is absolutely required for performing sensitive
job tasks. This makes the PAW device difficult for attackers to compromise because it blocks the most common vector for phishing attacks: email
and web browsing. To provide productivity to these users, separate accounts and workstations must be provided for productivity applications and
web browsing. While inconvenient, this is a necessary control to protect users whose account could inflict damage to most or all resources in the

ChatGPT: To limit the scope of damage of ransomware attacks without being locked out, you should recommend Privileged Access Workstations

Privileged Access Workstations (PAWs) are dedicated devices that are used to perform sensitive administrative tasks, such as configuring security
settings and managing domain controllers. PAWs provide enhanced security by isolating administrative activities from regular user activities and by

content, such as ransomware. This helps to limit the scope of damage of ransomware attacks while also maintaining access to critical systems.



https://learn.microsoft.com/en-us/training/modules/recommend-ransomware-strategy-by-using-microsoft-security-best-practices/2-plan-for-

Preparing a recovery plan is essential as it lays out the specific actions and protocols to be followed in the event of a ransomware attack. A well-

https://learn.microsoft.com/en-us/training/modules/design-resiliency-strategy-common-cyberthreats-like-ransomware/3-ransomware-protection



https://learn.microsoft.com/en-us/training/modules/design-resiliency-strategy-common-cyberthreats-like-ransomware/3-ransomware-protection

https://learn.microsoft.com/en-us/training/modules/recommend-ransomware-strategy-by-using-microsoft-security-best-practices/2-plan-for-

https://learn.microsoft.com/en-us/training/modules/recommend-ransomware-strategy-by-using-microsoft-security-best-practices/2-plan-for-

https://learn.microsoft.com/en-us/training/modules/recommend-ransomware-strategy-by-using-microsoft-security-best-practices/4-recommend-





Typically, modern development follows an agile development methodology. Scrum is one implementation of agile methodology that has every

The tools and techniques in this guidance offer a holistic security model for organizations who want to move at pace and experiment with new
technologies that aim to drive innovation. A key element of DevSecOps is data-driven, event-driven processes. These processes help teams

management (ITSM) platform. The team can then bring the same structured workflow to security events that they use for other incidents and



A penetration test consists of several action points, one of which is dynamic application security testing (DAST). DAST is a web application security
test that finds security issues in the running application by seeing how the application responds to specially crafted requests. DAST tools are also

Source: https://learn.microsoft.com/en-us/security/benchmark/azure/mcsb-devops-security#ds-5-integrate-dynamic-application-security-testing-



Timely response to policy violations or security issues really requires a "conversation" between the token issuer (Azure AD), and the relying party
(enlightened app). This two-way conversation gives us two important capabilities. The relying party can see when properties change, like network
location, and tell the token issuer. It also gives the token issuer a way to tell the relying party to stop respecting tokens for a given user because of
account compromise, disablement, or other concerns. The mechanism for this conversation is continuous access evaluation (CAE). The goal for
critical event evaluation is for response to be near real time, but latency of up to 15 minutes may be observed because of event propagation time;

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-continuous-access-evaluation#critical-event-evaluation
Continuous access evaluation is implemented by enabling services, like Exchange Online, SharePoint Online, and Teams, to subscribe to critical
Azure AD events. Those events can then be evaluated and enforced near real time. Critical event evaluation doesn't rely on Conditional Access



A. Continuous Access Evaluation: It provides real-time access decisions based on the user's current risk and compliance status. It ensures that only

E. Conditional Access: It allows you to define access policies based on conditions such as user, device, location, and risk level. With Conditional
Access, you can enforce multi-factor authentication, block access, or limit access to specific applications or resources based on the user's risk level

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-continuous-access-evaluation#conditional-access-policy-

Exchange Online, SharePoint Online, Teams, and MS Graph can synchronize key Conditional Access policies for evaluation within the service

This process enables the scenario where users lose access to organizational files, email, calendar, or tasks from Microsoft 365 client apps or



From ChatGPT: For deleted backups, I would recommend using a security PIN for critical operations - to prevent a compromised administrator

For disabled backups, I would recommend using Multi-user authorization by using Resource Guard - to prevent a compromised administrator
account from disabling the backups. This allows you to specify which users are authorized to perform critical operations and limits the scope of



As part of adding an extra layer of authentication for critical operations, you're prompted to enter a security PIN when you perform Stop Protection

Services vaults and Backup vaults. For MUA, Azure Backup uses another Azure resource called the Resource Guard to ensure critical operations are

Soft delete is enabled by default on a newly created Recovery Services vault. It protects backup data from accidental or malicious deletes for 14
days at no additional cost, allowing the recovery of that backup item before it’s permanently lost. We recommend not to disable this feature. If
backups are deleted and soft delete isn’t enabled, you or Microsoft can’t recover the deleted backup data. Use Multi-user authorization (MUA)

MUA for Azure Backup uses a new resource called the Resource Guard to ensure critical operations, such as disabling soft delete, stopping and

Resource Guard is a feature in Azure Backup that can provide an additional layer of protection for your backup data. It requires more than one
person (multi-user authorization) to perform critical operations like deleting backup data, which helps protect against the risk of a compromised

Soft delete provides a retention period for deleted backups, meaning that even if backups are deleted (either accidentally or maliciously), they are
retained for a set period (by default 14 days) and can be recovered during that time. This can protect against a compromised account attempting



It's critical to note here that this is about the MARS agent, i.e. on the server "A compromised administrator account used to disable the backups on

It looks like soft delete is only available on Azure VM workloads - https://learn.microsoft.com/en-us/azure/backup/backup-azure-security-feature-

Concerns about security issues, like malware, ransomware, and intrusion, are increasing. These security issues can be costly, in terms of both money

One such feature is soft delete. With soft delete, even if a malicious actor deletes a backup (or backup data is accidentally deleted), the backup data
is retained for 14 additional days, allowing the recovery of that backup item with no data loss. The additional 14 days of retention for backup data







The case study scenario says "Azure AD Connect is used to implement pass-through authentication." The link below explains "Smart lockout can be
integrated with hybrid deployments that use password hash sync or pass-through authentication to protect on-premises Active Directory Domain
Services (AD DS) accounts from being locked out by attackers. By setting smart lockout policies in Azure AD appropriately, attacks can be filtered

The ones saying it is Lockout policy that does not provide protection, there are things like Suspected overpass‑the‑hash attack (Kerberos) 2002



there are some of the protection and alerts the Defender for identity on perm provides, the password lock out policy will only actually prevent

MDI can detect brute force attacks: ref: https://docs.microsoft.com/en-us/defender-for-identity/compromised-credentials-alerts#suspected-brute-

Box 2: Microsoft Defender for Identity (the key point "Prevent AD DS user accounts from being locked out by brute force attacks that target Azure



In a brute-force attack, the attacker attempts to authenticate with many different passwords for different accounts until a correct password is found

In this detection, an alert is triggered when Defender for Identity detects a massive number of simple bind authentications. This alert detects brute
force attacks performed either horizontally with a small set of passwords across many users, vertically with a large set of passwords on just a few
users, or any combination of the two options. The alert is based on authentication events from sensors running on domain controller and AD FS

unauthorized access. This risk detection is triggered when a password spray attack has been successfully performed. For example, the attacker is

box 1 - Microsoft defender for cloud. Identity protection also similar protection but in the requirement for this states "Some premium features of
Azure AD, like Identity Protection and Azure AD Domain Services, require password hash synchronization, no matter which authentication method

Box 2 - Smart lockout - You can integrate Smart Lockout with hybrid deployments that use password hash sync or pass-through authentication
to protect on-premises Active Directory Domain Services (AD DS) accounts from being locked out by attackers. By setting smart lockout policies
in Azure AD appropriately, attacks can be filtered out before they reach on-premises AD DS. If you want your Azure AD lockout threshold to be
5, then you want your on-premises AD lockout threshold to be 10. This configuration would ensure smart lockout prevents your on-premises

Although the current overview states pwd has sync is disabled, the identity requirements state: "Implement leaked credential detection in the Azure

This is a tricky one as it does say that password hash sync is disabled... So technically Identity Protection wouldn't work as it requires PHS. Hmm.

The ones saying it is Lockout policy that does not provide protection, there are things like Suspected overpass‑the‑hash attack (Kerberos) 2002

there are some of the protection and alerts the Defender for identity on perm provides, the password lock out policy will only actually prevent the



Smart lockout can be integrated with hybrid deployments that use password hash sync or pass-through authentication to protect on-premises

Not Microsoft Defender for Identity because it can only detect brute force attacks but can not meet requirement of ‘Prevent AD DS user accounts

Key for Box 2 is "..attacks that directly target ADDS users" which falls outside of AAD as the attack vector - hence a standard ADDS lockout policy

Block 1; Microsoft AD Identity protection
Block 2 ; Microsoft Defender for Identity
















































































































































































